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Introduction

Stealers, initially known as InfoStealers and first seen in the late 2000s, are malware families designed to
extract sensitive data from infected devices. Their main targets have been stored credentials and cookies, and
more recently, cryptocurrency wallets and other parts of the crypto ecosystem.

Unlike other malware, stealers operate with a low profile. They access, extract, persist, and sometimes
disappear while erasing traces. They do not aim to disrupt operations or directly extort victims like
ransomware. Their value lies in the data they steal and what follows after infection.

The exfiltrated data is shared in underground communities as logs, then sold on specialized marketplaces for
10 to several hundred dollars. Other threat actors (TA) buy these logs to launch more advanced attacks,
including ransomware, Business Email Compromise (BEC), or Account Takeover (ATO) targeting corporate
accounts.

Their relevance comes not only from volume but also from acting as an entry point for larger attacks. Their
business model follows Malware-as-a-Service (Maa$S).

This model allows adversaries with limited technical skills to subscribe to a stealer for 50 to 300 dollars per
month. Subscribers access a web panel to configure the data to steal and build payloads using provider
features.

This industrialization drives variant growth and the constant rise of new actors developing stealers.

SOCRadar Threat Hunting
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A All Results
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During threat hunting in the SOCRadar platform module, the Threat Research team identifies new stealers
entering circulation each month that feed the MaaS market.


https://socradar.io/blog/stealer-logs-everything-you-need-to-know/
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History & Evolution

The concept of infostealers began in the late 1990s, with a focus on rudimentary methods of collecting user
data and basic keyloggers that captured keystrokes. At the time, malware was often distributed through floppy
disks and email attachments.

One of the most significant milestones was the emergence of Zeus, also known as Zbot, a banking malware
designed to intercept banking credentials through form grabbing and screen captures. Its financial impact was
considerable and redefined the malware business model. After its source code was leaked in 2011,
underground markets were flooded with similar malware based on that code, acting as a catalyst for today’s
criminal ecosystem.
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Fraud Scheme for Zeus Trojan (Source)


https://upload.wikimedia.org/wikipedia/commons/2/2d/FBI_Fraud_Scheme_Zeus_Trojan.jpg
https://upload.wikimedia.org/wikipedia/commons/2/2d/FBI_Fraud_Scheme_Zeus_Trojan.jpg
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From 2006 to 2016, families such as SpyEye, Citadel and Dyre appeared, derived from or inspired by the Zeus
model. Their primary focus remained financial, intercepting banking transactions, stealing credit card numbers
and capturing online banking credentials. However, as the digital attack surface expanded with the growth of
cloud services, social networks, gaming platforms and cryptocurrency wallets, the conditions were created for
a shift in the objectives of stealers. AZORult was one of the early examples of this more modern era, adopting a
broader approach focused on browsers, wallets and other types of sensitive information.

MAIN PAGE Main Page
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Example of an early AZORult-type infostealer panel used to configure data theft and manage stolen
credentials (Source)


https://research.checkpoint.com/wp-content/uploads/2018/09/fig4-4.png
https://research.checkpoint.com/wp-content/uploads/2018/09/fig4-4.png
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Timeline of the Stealer Ecosystem

The period from 2018 to 2026 marks the
maturation of the stealer ecosystem. It shows
the coexistence of smaller, artisanal tools and
large-scale providers that have impacted
millions of users for years.

The market has become more professional,
with evolving technologies and improved
techniques, alongside rapid growth in low- to
mid-tier segments where new actors emerge
each year.

The ecosystem timeline during this modern
period reflects this consolidation and
expansion.

AZOrult, Arkei

Handicraft era
3-5 Major Stealers
Low & Medium Tiers

2019

RedLine, Mars

Standardized Maa$S & Market
consolidation

9-12 Professional Stealers

Better support, panels, techniques &
increased benefits

2022

RedLine, Lumma,
StealC

Improvement and evolution
20+ Professional Stealers
Sale of bulk logs, more capabilities

2024

Lumma, StealC, Vidar

Phishing and several TA regularly use
stealers

25+ Professional Stealers & 15+ Mid/
Low Stealers

Exponential growth in profits

2026

2018

Vidar, Racoon

Handicraft era & Maa$S evolution

5-7 Major Stealers
Basic TG support

2020-2021

RedLine, Lumma,
Rhadamanthys

Stealer dominance
15+ Professional Stealers
Multi-tenant panels, improved evasion

2023

Lumma, StealC,
Rhadamanthys

Law enforcement actions

25+ Professional Stealers, Mid/low
stealers growth

Enhanced professionalism and
specialization

2025

StealC, Lumma, Redline,
Rhadamanthys

Mature ecosystem

25+ Professional Stealers & 20+
Mid/Low Stealers

Cross platforms, standardized Al
usage, annually improved techniques
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Fragmentation Dynamics & Novel Stealers

One of the main turning points in the stealer ecosystem is the high turnover and constant creation of new tools.
Some malware families persist for many years, while others regroup, dissolve or rebrand annually, creating
new versions that drive the growth or emergence of additional stealers.

Some examples of this phenomenon among organized groups include:

e The fall of AZORult, which accelerated the adoption and rise of Raccoon and Vidar,

e The suspension of Raccoon in 2022, which led to the adoption and increased prominence of Lumma
and RedLine,

e The slowdown in Lumma's activity, which resulted in increased distribution and use of StealC and
Vidar.

These dynamics are also present in smaller markets. It is common for stealers to be dismantled after a year,
only for a new malware strain to emerge built on the knowledge or team members of previous projects. This
makes the market difficult to track within the broader ecosystem.

The SOCRadar platform features various news items about threat actors promoting their new tools to affiliates
who will be creating the campaigns that follow:

Dark Web News Q, I'm looking for... H K%
) Dashboards
< stealer
(] Attack Surface Management +
) New macOS++ Stealer Tool Sdle is Detected

Q) Digital Risk Protection New macOS++ Stealer Tool Sale is Detected

14 Mar 2026

In @ hacker farum monitared by SOCRadar, a new aleged

maeOS++ Srealer tool sale is detectad... | Sese ‘ | e | | Sefing | ‘ | m E]

14 Mar 2026

©, Cyber Threat Intelligence

Threat Hunting o SOCRadar
0o s e AL
Yulnerability Intelligence
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Identity & A Intalligance sophisticated malware features o modular architecture. secure backe

in o hacker forum manitored by SOCRadar, o new aleged : "
stealer sole is detected.... targeting browser data (passwords, history, exten:

, credentials, 5

Gatekeeper using multiple “ClickFix” methods via DMG templates, fac

Tactical Inteligence 12 Mar 2028 clients and collected dato, and a *Replace App® feature.
Key Insights:
Threat & Premium Feeds
= Growing Sophistication in macO5-Specific Threats: The emergence of o

Gatekeeper bypass demonstrates a targeted and evelving threat lands

10C Enrichment The Alleged Database Collection is Leaked

= Advanced Evasion and Persistence Copabilities: The integrated Gatekes
feature indicate a focus on circumventing native macOS security contr
In o hacker forum monitored by SOCRadar, a new dleged

= Comprehensive Data Exfiltration Risk: The extensive list of medules (ea.
database collection leak s detected....

Dark Web News

1 Mar 2026 In a hacker forum monitored by SOCRadar, a new alleged macOS++ Steak
w9 R | S e s

Malware Analysis

Diork Wb News

New ZsTeal Stealer Tool is Shared

Threat Hunting Rules

Operational Intelligance

In & hacker forum monitored by SOCRadar, o new ZsTeal
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Their low public profile can result in lower detection rates and reduced visibility, increasing their success rate.
Although their operational lifespan may be shorter, they can be particularly critical for companies that do not
actively monitor underground markets and the emergence of new malware, especially stealers.

Satum Stealer Datura - Runtime/Scantime FUD - Web- based Stealer - All Browsers (V20+)

it FUD in a near future L

Help Documents

DMITRY STEALER V2.0

N NOVO STEALER FULL INDETECTAVEL BASEADO EM PAINEL

WEB DANDO BYPASS EM QUALQUER AV, COLHENDO & ) _
Datura - Fully Undetected, Stealer, Clipper, Binder and more.

EMAIL | SENHA | URL

CARTEIRAS BITCOIN (+120) Blitzed Grabber* 2 g ea advanced, ful and undetected private web-bas:

Blueline Stealer

RASPANDO TODAS AS INFOS EM MENOS DE 10 SEGUNDOS L)

SantaStealer > BluelineStealer
§ § ACOMPANHA & §
New Channel -

/1 VPS COM SEU STEALER JA HOSPEDADO éa R S

WARQUIVOS DO STEALER éan
FVIDEO AULA 0 A HOSPEDAR E CONFIGURAR facTop fark 4
WLINK DO PAI EB JA PRONTO PRA VOCE COMEGAR A Macropos 2
TRAMPAR Here! If You Need: Blackhat and cybersecurity services
W/ PACOTE COMPLETO DE ENGENHARIAS SOCIAIS ENSINANDO
AS MELHORES FORMAS DE COLHER SUAS VITIMAS EM MASSA « Website database / website clona/ sc*m pages or
. A websites hacking assistance/DDOS

A CONFIGURAGAO E DOU UM AULAO A0

+/ Hecking Service/Tutorials

-
FAVAGA NO GRUPO VIP o

+/ 2fA Bypass and SS7 attack
& & VALOR: 150 RS (VITALICIO) 4
TODA ATUALIZAGAO DO STEALER EU FAGO A REPOSIGAO & Any social media access /ban or
GRATUITAMENTE PRA QUEM PEGOU A VERSAO ANTIGA e

T AMBEM VENDEMOS LOGS, ACOMPANHAM URLS COM  RATs & STEALERS avallable with setup
EMAIL E SENHA, €CS, COOKIES, CARTEIRAS BTC ETC,
ORANONEMOS OSWALORES  Virus and Ransomware/ Remote Access Trojan

41 GB DE LOGS REDLINE - 100R$ PLEASE NOTE: NO FREE JOB. STRAIGHT TO THE JOB B\
&5 GB DE LOGS REDLINE - 350R$
10 GB DE LOGS REDLINE - 600RS

Threat Hunting pivots, stealer sale and promotion posts from Telegram and a hacker forum
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Capabilities & Risks

Despite many stealer families and variants, most share similar capabilities and attack surfaces. Their

techniques often trigger follow-on actions that support different malicious uses.

Category

Browser
credentials

Cookies and
sessions

Credit cards

Crypto wallets

2FA /| MFA tokens

Messaging

FTP / VPN clients

System files

System data

These techniques carry clear risks. They enable the sale of sensitive data and escalation into more severe

Targeted Data

Usernames and passwords stored in Chrome,
Firefox, Edge, Brave and others. Autofill data,
browsing history, etc.

Active session cookies that allow user
impersonation without requiring a password
or MFA.

Card numbers, expiration dates and CVV
stored in browsers or web forms.

wallet.dat files, seed phrases, browser
extensions such as MetaMask.

OTP codes, authenticator tokens, seeds from
apps such as Google Authenticator.

Telegram sessions, Discord sessions, email
client sessions.

Credentials from FileZilla, WinSCP, corporate
VPN clients.

Specific documents by extension (.pdf,
.docx, .kdbx), configuration files.

Hardware details, operating system, process
list, configured language, screenshots.

Attacker Follow-Up Use

Credential stuffing, access to corporate
accounts, sale on marketplaces via logs.

Account Takeover (ATO), multi-factor
authentication bypass, access to corporate
SaaS.

Direct financial fraud, sale in carding shops.

Direct theft of cryptocurrency funds.

Two-factor authentication bypass.

Social engineering, identity impersonation,
access to internal communications.

Initial access to corporate infrastructure, lateral
movement.

Intellectual property theft, access to password
managers, reconnaissance.

Environment fingerprinting for targeted attacks
and initial reconnaissance.

attacks. Depending on the target, compromised access can lead to broader breaches across the organization.
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Threat Actors

The stealer ecosystem is best understood by analyzing the adversaries who create, maintain, and sell these
tools. Unlike traditional malware, where development and distribution were handled by specific groups or
individuals, the MaaS model has professionalized the stealer threat actor role, turning it into a commercial
function similar to a Software-as-a-Service (SaaS) business. Marketing, customer support, product roadmaps,
versioning, and affiliate or developer programs are now common.

Stealer Threat Actor Archetype

Adversaries operating within the MaaS environment vary depending on the type of tool or malware they
develop. However, most professional groups and individuals share several common characteristics.

e Geography: Russian speaking actors predominate, particularly from Russia, Ukraine and Belarus,
although diversification toward Eastern Europe, Central Asia and, more recently, English speaking
actors has been observed.

e Technical: These developers usually possess intermediate to advanced knowledge of C or C++, C#,
Assembly and reverse engineering. They are not necessarily exploit development experts, but they are
highly skilled in evasion techniques, obfuscation and API hooking at the Windows level.

e Experienced: Many come from the cracking scene, keygen development, banking trojans or RATSs.
Some have documented histories in underground forums spanning more than a decade.

e Anonymity: They use pseudonyms or handles that they maintain for years, building reputation around
that alias. They often operate from jurisdictions with limited international law enforcement cooperation.

In recent years, both low level actors and more organized groups have increasingly leveraged artificial
intelligence. Campaigns have already been observed containing automatically commented code, standardized
icons and indentation patterns typically generated by automated tools.

10
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Communication & Channels

Depending on their sophistication level and the style of malware they develop, vendors adopt different
communication and sales strategies. In the past, underground markets were the primary channels. Today, the
widespread and almost silent migration of adversaries to Telegram is undeniable.

Telegram

Telegram has consolidated itself as the dominant communication channel for most active vendors, regardless
of their sophistication level. In some cases, it is used purely for announcements, sharing proof of concept
material or updates. In others, it functions as a direct gateway for communication and sales with customers.

Several factors explain this shift.

It offers secure messaging, including end to end encryption in secret chats, although most communication
takes place in public channels and groups.

e Automation bots allow TAs to manage subscriptions, renewals, builder distribution and technical
support without direct human interaction.

e Public channels are used for update announcements, changelogs, infrastructure incidents and
ecosystem news.

e Private customer groups allow active subscribers to share experiences, report bugs and coordinate log
distribution.

e Operational simplicity provides an all in one solution. Capabilities that would otherwise require custom
infrastructure development or external services are integrated into a single platform suited to fraudulent
markets.

However, their structures often differ significantly depending on their maturity level.

M
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An example of this is the low infrastructure created by Saturn Stealer, which has a channel with users, as well
as a basic bot:

Single channel News channel News channel
o R
{ " CommL_|rn|cla I::o‘r'\vchannel ‘\B Advertisements ‘\e Advertisements
. 0 oof News [\ \ New updates ¢ A J New updates
. Support (Y )
BOT Customer channel VIP channel
Basic assistance o User testing * * Access with invitation
[ G- Payments ... Basic support () Management & assistance
° Support (| ] Images & videos Mg with administrators (24/7)
BOT BOT
Basic assistance Pro assistance
[ (- Payments (°
o Support ° Support + FAQ
DEV Channel

Personal channel
ﬂ Development information

New update is released, bot back up: way more stable. saturn team
9@ 1836

They keep their bots well-oiled with updates

12
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saturn Saturn

bot

t.me/
Link

Notifications

Telegram accounts of the bot and group

Completely opposite to Stealers or Malware with a consolidated infrastructure, creating several groups, with
administrators, and separating them into different ones according to the purpose of each channel:

O9  ADMINISTRATORS

' admin

| admin
u admin
admin

admin

13
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Telegram is also frequently used to showcase technical capabilities through large public groups, answer
questions and support deployment via automation bots. In other cases, it functions primarily as a contact
channel combined with a bot that receives stealer logs and forwards them to affiliates or creators. The
platform’s usage scales according to the sophistication and size of the MaaS operation.

i Ji

1,439 members

Finned message #614
All Messages Replied Orders Delivered DM me if you still need Assist@s

Automated channel management by the bot

14
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Underground Markets & Forums

As we have seen above, Telegram has displaced much of global criminal activity toward itself. However, forums
remain relevant in various situations and continue to be active in the market for actions such as:

e Official launch and establishment of initial credibility, greater reputation and more potential clients,
Sales threads including pricing, terms of service, samples, customer reviews and word of mouth,

e Dispute resolution mediated by forum administrators and business strengthening, with other developers
or adversaries giving opinions about the product,

e Historical archive of the product's evolution, samples of new versions or changes.

Saturn Stealer

Charlie Sheen

Welcome to Saturn stealer.
Saturn Is ble only on telegram.

RIngOkernel exodus folder

browser data extraction for chromium based browsers and much more.
*

™ Start Contract

Help Documents

Saturn Stealer promotion in a hacker forum

Free RSteal Malware Crypto Clipper, Telegram session Stealer

tis written in Rust, antivirus progr

t sends Telegram session files to your Telegram bot

Rdyrect

To get the program, you need to subscribe to my Telegram c

1 START CONVERSATION

My Telegram channe

A Telegram account stealer operated in a Telegram channel that was advertised in a hacker forum

15
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Many of these adversaries continue and will continue using these markets to redirect users to Telegram, to
their accounts or even to their websites, usually accessible via TOR or through invitation or payment.

Other Platforms

In addition to the main communication methods, many adversaries use other alternatives that serve as direct
substitutes for those previously mentioned:

e TOX, Jabber, Matrix: Some TAs offer support through decentralized messaging platforms for clients
who require higher operational security,

e Darknet forums such as Dread or other Tor hosted forums: Marginal presence, more common among
stealers oriented toward specific markets such as crypto or darknet markets,

e Discord: Largely abandoned after the increase in takedowns, although some still use it for operational
support and information delivery in a similar way to Telegram bots.

CBn3b Telegram: @ TOX: EABE

-Linux

-Windows server

-MHOro3agauHocTe

-MHoro 6uine paBoTel © Malware (stealerrat,botnet,drainer,android rat,android botnet. u Ta.)
-Tpagmk: oo 144 B aeHL

-ToToe K oOyueHuio + paboTaTe BO BpeMa obyuyeHusa

-HMiHTEpecyeT MUKCMpOBaHHan 2apaboTHan naara

-CTapuuku ¢ penoii Bo3MoHa paboTta 3a %

Ceazb Telegram: @ TOX: EAE

Thur:

macOS Stealer (Full Source)

MpogaeTcd MCXOAHLIN Ko cTunepa anA macOS. NonHas MacKMpPOBKa NMOJ, CUCTEMHBIE NPOLECCH, YCTAHOBKA OOHOM KOMaHLOM.

DYHKUMOHAN:

- MonHeIA c6op AaHHeX: Cookies, naponu (M3 Gpay3epoE), KPUNTOKOLENEKH.
- MHropMauma o cucreme (xapaeep, codr, IP).

- [paBBuHr dainoe c MNK.

Ycnoeua:

- Mpopama TONEKO B OAHW PYKKM
- MONHLIA UCXOOHLIA KOO

LleHa AOTOEOPHARA , MULUMTE

Tg - @"
Tox - 7D33;

Dark Web Forum posts often include Telegram links for contact

As observed, the adversaries behind the analyzed stealers are clearly centered on Telegram and secondarily
on underground markets, which act as the cornerstone of their daily operations, both for communication and
for publishing updates and maintaining relationships with the community of potential affiliates.

16
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Operational Model

Unlike other types of malware where the distributor or creator may be an unknown adversary with an
ephemeral presence, stealer developing threat actors operate under a long term reputation model. Although it
is an unstable market and some projects are discontinued or merged with others, trust building is essential for
a sustainable MaasS, because:

1. Clients need operational continuity. If the stealer stops working after a week, it becomes useless and
trust in the developers is lost,

2. The subscription model involves recurring payments. The client or affiliate must trust that the vendor
will not disappear with the money,

3. The quality of the command and control infrastructure and the builder can only be validated after the
initial payment or through demonstrable proof of concepts that are often shared through official
channels.

To maintain this trust building strategy, gain reputation over time and sustain a viable Maa$S, adversaries carry
out different activities.

Proofs of Concept (PoC) & Public Samples

Before commercial launch or after releasing the product, most TAs across all tiers publish information designed
to encourage sales. These messages usually include:

Screenshots of the panel showing real logs with sanitized data,
Demonstration videos displaying the builder, stub configuration and infection results in a virtual
machine,

e Limited samples or trial pricing lasting three to seven days for known reviewers or as launch offers.

Datura Loader

Leamn More Purchase Now

Datura Loader PoC clip used to demonstrate capabilities and attract potential buyers

Through these strategies, users are redirected to the developer’s channels or websites, if available, in order to
showcase all the stealer's capabilities and promote sales.

17
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Escrow & Guarantees

A very common practice in forums is the use of escrow systems, such as those available in forums like XSS,
where initial transactions are mediated:

1. The buyer deposits funds into the forum's escrow service,

2. The Threat Actor delivers the builder and panel access,

3. The buyer has a testing period, typically 24 to 72 hours, to validate functionality and confirm that it fits
their operations,

4. If everything works, the buyer releases the funds. If problems arise, the moderator mediates.

This protects both the buyer from fraudulent threat actors and the actor from buyers who make unjustified
claims. To reinforce these strategies, threat actors also share images of feedback from other collaborators,
including proof of payment and successful builder executions.

Forwarded from I

wartlcal

Hella bro

| hawe 25

Send me screenshot

my payment proof

Payment proof in form of screenshots

The overall objective is to create the impression of a profitable business with a developer adapted to the
environment and committed to keeping their word, generating guarantees that strengthen both the sales
strategy and the consolidation of the product.

18



L=~ ®
SOCRadar The Unknown Stealers: From Dark Web to Log Markets
=4

Your Eyes Beyond

Customer Support

Technical support is one of the main differentiators in a market as broad as that of stealers. TAs who invest in
quality support retain clients long term, can charge premium prices and create demand for higher priced
packages of the tool.

The levels typically observed are:

Description Threat Actor example

Tier 1Basic Responses within 24-48 hours, only via Telegram, no Low-tier stealers under $100 per
structured documentation month

Tier 2 Responses in under 12 hours, documented FAQ, RedLine, Vidar, Raccoon

Standard automated bot for common issues

Tier 3 Responses in under 4 hours, multi-language support, Lumma, Rhadamanthys, Meta Stealer

Premium weekly updates, detailed changelogs, customized

configuration for enterprise clients

This level of professionalism is often comparable to the support of a legitimate SaaS startup, demonstrating the
adaptability and transformation of previously disorganized markets into a more structured strategy that results

in higher sales.

19
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Relationships for Distribution

Stealer vendors rarely distribute the malware themselves. Their role is purely technical. They develop the
stealer, maintain the infrastructure including command and control servers and panels, and provide support.
Distribution is usually delegated to an ecosystem of affiliates and distributors operating independently,
multiplying the malware's reach without directly exposing the threat actor.

As with tiers, affiliates and the surrounding ecosystem allow several profiles to coexist simultaneously,
independently from the developer.

Independent
operators

Professional
distributors

Resellers

They may leverage the surrounding ecosystem and affiliates, delegating tasks to:
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Type

Individual actors,
low-effort methods
such as torrents,
YouTube scams, basic
phishing

Own infrastructure for
malvertising, phishing
as a service, SEO
poisoning. Proven
track record

Intermediaries who
buy in bulk and resell
in lower-tier forums
under white label
branding

Compensation

Standard license

100-200 per month, no revenue
sharing. Monetize by selling logs
directly

Reduced license

50-100 per month plus 60/40
revenue sharing on sold logs.
Customized builder and dedicated
panel

Resale margin, for example buy at
80 per month and sell at 120-$150
per month

60-70 % of clients, 30-40
percent of infections

10-20 % of clients, 50-60
percent of infections

5-10 % of clients, marginal
impact

Malvertising Networks: Abuse of Google Ads, typosquatting, cloaking. High volume between 10
thousand and 100 thousand infections per month, high investment.
Phishing as a Service Platforms(such as EvilProxy or Caffeine): Multi factor authentication bypass
combined with stealer download disguised as a mandatory update. Medium volume, high conversion.

Cracked Software or Torrents: Bundled with Adobe CC, AutoCAD or AAA video games. Low cost, high
execution rate around 70 to 80 percent.
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Example of partnership between threat actor and a professional distributor:

Threat Actor offers:

Customized builder with unique stub to avoid cross detection,

Dedicated panel with exclusive subdomain and separated logs,

Reduced fee of 75 dollars per month compared to 150 dollars standard,

Revenue sharing 60 percent Threat Actor and 40 percent distributor on sold logs,

Service level agreement with 99 percent uptime and priority support under 2 hours response time.

Distributor is responsible for:

Campaign execution including malvertising, phishing as a service and search engine poisoning,
Maintenance of burned domains and cloaking infrastructure,

Sale of logs on marketplaces such as Russian Market or 2easy,

Filtering of high quality logs including corporate VPNs or wallets with balance.

Mutual benefit:

e Threat Actor: Passive income from 60 % of sales plus fixed subscription fee without managing
distribution or increasing operational exposure.

e Distributor: Access to proven technical infrastructure without developing a stealer from scratch,
allowing full focus on distribution and monetization.

This system feeds back on itself, since the buyers and affiliates of the main tool can profit from it, while also

being able to sell or use the information, which can be used for other adversaries or for the same market,
perpetrating malware as a service.
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Business Model - MaaS

The Malware-as-a-Service (MaaS) model has
transformed the threat Ilandscape by
industrializing the near-infinite provision of
malicious tooling. Instead of requiring deep
technical knowledge to develop a stealer from
scratch, any actor with sufficient financial
capability to pay a monthly subscription can
access ready-to-use infrastructure: a builder
to generate payloads, a web panel that
centralizes exfiltrated logs,
command-and-control (C2) servers managed
by the TA, and technical support.

This model mirrors legitimate
Software-as-a-Service (SaaS) logic, but
applied to the criminal ecosystem. The stealer
developer assumes the role of technical
infrastructure provider, while clients,
independent operators, professional
distributors, or resellers, focus on malware
distribution and monetization of stolen data.

This structure may shift over time, but it
typically maintains key structural elements
where the central and most critical actor is the
developer, who creates the stealer and
activates the entire operational model.
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Developer (TA)

v

Independent
Operator

« Low-effort methods

« Torrents, Youtube, Scams

& basic phishing

Disorganized
campaigns
Low technical profile

« Low-cost phishing
» Cracked software

« Fake links & redirections
« Social media spam

« Stealer offers

« Custom Builder
« Dedicated panel
« Revenue sharing &

discount rates

v

Professional
Distributor

« Advanced techniques:
Phaa$, Seo poisoning...
+ Own infrastructure

Professional
campaigns
High technical profile

Gh =@

« Malvertising (Ads)

« Phaas platforms
« SEO poisoning
« Typosquatting domains

Victim

« Corporate VPN/RDP creds
« Office365 access

+« AWS/Azure keys

Monetization &
Usability

« Sale: Resell information

(Corporate data, VPN,
credentials)

« Use: Credential stuffing,
ATO, |IAB access

v

Resellers

.%‘.

A-A

» Puchase in bulk

« Selling in forums ata
higher price

Logs
extracted

« Credential, cookies,
wallets

« 2FA tokens, VPN access

» Session data & files
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Phase 1: Development

23

Builder: An application is created, typically with a GUI, that allows the client to generate customized
stealer payloads. The builder offers configuration options such as what data to steal (browsers, wallets,
specific files), which evasion techniques to enable, which C2 to use, and optionally obfuscation.

Panel: A dashboard where exfiltrated logs are displayed in real time. It includes search functionality,
filtering by data type, export to standard formats (CSV, JSON), and infection statistics.

Infrastructure: Servers that receive exfiltrated data from infected machines. The TA manages
availability, IP rotation in case of blacklisting, and traffic encryption.

Support: Telegram channels, automated bots, FAQs, and in some cases 24/7 support for premium
clients.

Service Design: Different tiers are structured depending on the client profile, including independent
operators, professional distributors, or resellers. Pricing varies based on capabilities and level of
access to the tools.

Bxog B cucremy

Mapons

C2 Dashboard, Login Page
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Phase 2: Distribution

Disorganized Campaigns: Typically run by independent operators who use the stealer through
torrents, fake YouTube links, mass phishing, and similar techniques. These campaigns are broader in
reach but generally lower in effectiveness.

Professional Campaigns: Conducted by experienced operators who deploy malvertising campaigns
and leverage advanced Phishing-as-a-Service (Phaa$S) platforms. They may also use SEO poisoning
techniques to increase victim volume. These campaigns require greater investment, coordination, and
operational maturity, resulting in significantly higher effectiveness and quality of execution.

Phase 3: Infection & Extraction

Execution: Depending on the campaign, the sample executes on the victim's machine while attempting
to remain stealthy and avoid detection.

Collection: It gathers browser credentials, cookies, wallets, 2FA seeds, specific files, and other
sensitive data, storing them in structured logs.

Exfiltration: It maintains communication with the TA's C2 infrastructure and, through encrypted
protocols and often via Telegram channels, exfiltrates the victim's data.

Phase 4: Monetization & usability after infection

Sale: The obtained logs can be resold on other marketplaces. Their value depends on factors such as
whether they contain corporate credentials, VPN access, privileged accounts, association with large
enterprises (e.g., Fortune 500 companies), sector relevance, and data recency.

Usage: Logs are leveraged for credential stuffing attacks, testing stolen credentials across multiple
services, conducting Account Takeovers (ATO) on financial portals, or selling access to Initial Access
Brokers (IABs), which may subsequently enable other adversaries such as ransomware operators.

This phase (4) will be analyzed separately in greater depth, as it represents a critical post-infection stage from
a threat intelligence perspective. This point can be addressed with circular restart of MaaS, as it can return
information to the market, opening up other business opportunities or giving way to other tools.
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Licensing

Stealer Threat Actors offer different licensing structures depending on the customer's profile and needs. There
are many models depending on the developer, but they are usually similar.

e Monthly License: The client pays a fixed monthly fee and receives unlimited access to the builder,
panel, and support during that period. At the end of the month, renewal is required to continue using
the service. If the client does not renew, access to the panel is revoked, and previous logs may or may
not remain downloadable depending on the TA.

e Lifetime: The client pays a one-time fee and obtains lifetime access to the stealer, including all future
updates. Threat actors usually offer this in limited slots, for example “only 50 lifetime licenses
available", to create artificial scarcity and prevent infrastructure saturation.

e Weekly: Some TAs offer 7-day licenses for clients who want to test the stealer before committing to a
monthly subscription, or for low-budget operators running occasional campaigns.

e Bulk/Reseller: The threat actor provides volume discounts to actors who purchase multiple licenses for
resale. For example: “Buy 10 monthly licenses at $80 each instead of $150 retail and resell them at
$120-$150".

e Trial or Demo: Some threat actors offer 3—7 day trials with limited functionality, for example a maximum
number of builds or restricted log export, for clients evaluating the product.

mw Typical Pricing [ Target Client Renewal Frequency

Standard operators,

Monthly 30 days 100-300 distributors Monthly
Lifetime Indefinite 500-1,500 Rl e, One-time
long-term actors
Weekly 7 days 50-100 LB EIEED CEEERSE, | ey
testers
Bulk/Reseller 30 days ﬁg;lgeo ber Resellers Monthly (reseller-managed)
Trial/Demo 3-7 days Ege; OI7 L Evaluators N/A
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The usual licensing fit is observed in Datura Stealer, where it complies with many models explained above:

GET pATURA

MOST POPULAR

Lifetime

30 Day

26

Unlimited Builds
Application Injection
Webcam/Screenshot

Web-Based
Dashboard

Mobile-Friendly Builder

Discord Support

Purchase

Unlimited Builds
Application Injection
Webcam/Screenshot

Web-Based
Dashboard

Mobile-Friendly Builder

Discord Support

Purchase

Best value

$45 /30 days

Good for real-world value.

Unlimited Builds
FUD Crypter
Application Injection
Webcam/Screenshot

Web-Based
Dashboard

Mobile-Friendly Builder

Discord Support

Purchase

Unlimited Builds
FUD Crypter
Application Injection
Webcam/Screenshot

Web-Based
Dashboard

Mobile-Friendly Builder

Discord Support

Purchase
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Pricing & Payment Methods

The pricing of MaaS stealers is not arbitrary. It is determined by multiple variables, as discussed previously,
which reflect both the TA's strategic positioning and the technical characteristics of the product. Not all stealers
operate within the same price range. Some are positioned at 80 dollars per month, while others reach 300
dollars or more per month depending on several factors.

These variables include:

e Technical Sophistication: Stealers with higher development investment, advanced evasion techniques
such as process hollowing, AMSI bypass, and ETW patching, and stronger architecture justify higher
pricing. Key indicators include detection rate and FUD duration, level of obfuscation, and data theft
capabilities such as 30 or more browsers, 20 or more crypto wallets, 2FA seed extraction, and similar
features. A stealer maintaining fewer than five detections on VirusTotal for weeks can charge
significantly more than one that cannot.

e Support and C2 Quality: Technical support response time and infrastructure availability are critical
differentiators. A vendor offering response times under four hours and C2 uptime above 99 percent,
often backed by SLA and downtime compensation, can charge more than one providing basic 24 to 48
hour support without availability guarantees. A down C2 means lost logs for the operator, so reliability
justifies premium pricing.

e Threat Actor Reputation and Longevity: Vendors with a track record of more than two years, no exit
scams, long forum threads with hundreds of pages, and verified testimonials can charge premium
prices based on trust. New TAs, typically active for zero to six months, often enter the market with
aggressive pricing between 80 and 100 dollars per month to gain traction, then increase prices as
reputation grows. A thread exceeding 100 pages with consistent reviews significantly increases pricing
power.

e Market Positioning: Pricing is strongly influenced by direct competitors. When a dominant stealer
faces disruption or is dismantled, competitors adjust pricing to capture demand. For example, after
disruption affecting Lumma in May 2025, StealC increased pricing from 150 to 180 dollars per month,
Vidar launched promotional offers, and new stealers entered the market in the 120 to 150 dollar range.
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Malware Deployment as a New Technology Service

Remote access: Gain control of infected machines remotely.

Keylogging: Record keystrokes on the target system.

File management: Upload, download, and delete files on the target system.

System surveillance: Capture screenshots, record audio/video, and access webcam.

Persistence: Establish persistence on the target system to maintain access.

Remote shell: Execute commands on the target system.

The code has been optimized for connectivity, redundancy, remote text-based control, and resistance against reports/DMCA
claims.

RunPE, UAC bypass, extremely strong antivirus evasion

All sensitive files are added to the antivirus exclusion list to ensure long-term stability

The downloader and binder are both 100% Fully Undetectable

The domain and ports are very resilient and cannot be taken down by reports or DMCA

I want to sell the full source for 10k-20k USD, and | can use Ultraview for a preview

We commit to delivering the full source code, along with complete setup support and step-by-step video instructions. Our team
will train you thoroughly so you fully understand how to use the software and how its system operates.

In addition, we provide 24/7 updates and technical support. Our support team is always available to answer your questions and
assist you whenever needed.

Source code sale for a Stealer Malware/Trojan, focus is on the evasion capabilities

BTMob 3.6.3 Android Rat
I will explain all the features to you.

- Works actively on all Android devices and all versions thanks to Dropper ¥
(Android 7-16)

- Every APK file you create on BTMob is automatically prepared with FUD (Fully Undetectable Duplicated) ¥

(Undetectable by PlayProtect Firewall)

(Undetectable by Xiaomi, Samsung, etc. device protections)

(Undetectable by Bitcoin, Bank, and other wallet applications)

(Undetectable by most antivirus applications)

(All antivirus protections on the device are disabled the moment the application is installed)

- Screen Control - Black Screen Control #

(You can control the victim's device as if the device were in front of you thanks to screen control and perform actions)

(You can quickly perform transactions and transfers in banks and Bitcoin wallet applications thanks to black screen control)
(You can unlock passwords such as automatic PIN codes and PIN locks)

(You can darken the victim's screen and only you can perform actions; the victim becomes unable to manage the device)

Stealer advertisement in a hacker forum, once again the prominent function is being undetactable

Less-known stealers gain traction due to limited monitoring and are often underestimated. They may operate
for months before scaling, rebranding, or disappearing, affecting many organizations before detection.
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Maa$S developers generate revenue not only from licensing fees but also from resale-related income streams,
with profits typically coming from the following sources:

Description

Monthly Fixed monthly fee per client. Base and more predictable revenue stream. Scales directly
subscriptions with a number of active clients.

Logs sold Agreements with professional distributors where the TA receives 50-60% of each log
revenue sale. A distributor generating 60k/mo gross may provide to the threat actor at 60%. With
sharing 5-10 distributors, this can equal or exceed subscription revenue.

Lifetime High one-time payments between 500-1,500. Useful for capital injections during launch
licenses or promotions. Trade-off: lifetime clients do not generate recurring monthly revenue.
Source code Exit strategy or pivot. Before shutting down, some TAs sell full source code to another
sale actor for rebranding.

Payment Methods

Maa$S operations rely exclusively on payment methods that prioritize anonymity. Credit cards, PayPal, and bank
transfers are absent due to traceability and chargeback risks. TAs accept cryptocurrencies as the sole
payment method, with preferences based on privacy levels.

e Monero (XMR) is considered the gold standard due to default privacy. Transactions are opaque, with
sender, receiver, and amount concealed through ring signatures and stealth addresses. It remains
non-traceable even with significant law enforcement resources. Approximately 70 to 80 percent of TAs
accept XMR, many as the only option or with a 5 to 10 percent discount to incentivize its use.

e Bitcoin (BTC) is universally accepted because of liquidity and maturity. However, blockchain
transparency requires vendors to use mixers or tumblers such as Wasabi or Whirlpool to obscure
origin, adding 2 to 5 percent in fees and additional operational risk. Some Threat Actors apply a 5 to 10
percent surcharge for BTC payments.

e Tether (USDT) is accepted due to price stability, with strong preference for TRC-20 on the Tron
network over ERC-20 on Ethereum because of significantly lower transaction fees. However, USDT
does not provide privacy and Tether Ltd. has demonstrated the ability to freeze wallets upon request
from authorities.
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Other cryptocurrencies such as Litecoin, Dash, and Zcash have minor adoption.

@ Monero (XMR)

Others

)

SOCRadar 0 10 20 30 40 50 60 70

Cryptocurrency distributions

Payment mechanisms vary depending on the threat actor operating the network, although they often coexist:

30

Direct Payments, Wallet-to-Wallet: The client requests a license, the TA provides a disposable wallet
address, the client sends payment, and the Threat Actor confirms receipt manually or through a
blockchain-monitoring bot before delivering the builder and panel credentials.

Advantages: No intermediaries, no additional fees, fast confirmation in minutes for XMR and 10
to 30 minutes for BTC.

Disadvantages: No buyer protection if the TA scams, requires prior trust or strong reputation.
Common among established Threat Actors.

Forum Escrow: The client deposits funds into forum escrow managed by an administrator or moderator.
The Threat Actor delivers the product, the client has 24 to 72 hours to validate functionality, then
releases funds or opens a dispute. The moderator reviews evidence and decides.
Advantages: Protection for both parties, suitable for first transactions without prior history.
Disadvantages: Escrow fee typically 3 to 5 percent, depends on trust in forum administrators.
Forums with active escrow include XSS, Exploit, and RAMP.

Automated Telegram Bots: The client interacts with a bot such as @StealerName_bot. The bot
generates an invoice with a unique wallet address and QR code. After payment, the bot monitors the
blockchain and confirms automatically, delivering panel credentials and the builder download link.

Advantages: Fully automated 24/7, scalable for high transaction volumes, reduces manual
support workload.

Disadvantages: Requires technical development and blockchain API integration, risk of bugs
such as failure to detect payment. Common among mid to high-tier Threat Actors with more than 200
clients.
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Source Telegram 5

Discover Date HE - spmpy W

Content Link ElN O 'l e e

Sender User . | u

Chat Title . #

Account ID B ||

Message Type group|channel

Tags [ facebook ] [ telegram IB
[ Full content

‘ Search

UMLIMITED FREE TELEGRAM/ WHATSAPP/FACEBOOK OTP METHOD
RS OFFER

ESCROW ACTIVE

SOCRadar Platform, Threat Hunting findings

Title kuwait airways 600K
Author g
- (]
2 2
[(*] Funcontent pomains @ e unLs B
‘Sﬁmh
kuwaitairways

Total Record : 680k

Format : json * csv

Info  PHP

Code:membertitle firstname middlename lastname marital jobtitle dob gender emailAddress nationality kuw_
id passport passexpiry primary_phone second_phone address_1 address_2 address_3 city state zip_code coun
try award_mile next_card qualifymiles qualitysector tier total_award_miles total_qualify_miles valid_fro
m valid_till family_id

Sample : PHP Code:https:/

Contact Telegram : https://t.me

Description ~ reselling

Escrow : Active

SOCRadar Platform, Threat Hunting findings #2
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Builder & PoC Offerings

The commercialization of infostealers in the underground follows established patterns combining technical
demonstration through proof of concept, product accessibility via the builder, and strategic presence in
marketplaces where Threat Actors build reputation and attract clients.

The builder is the application that allows customers to generate customized payloads without programming
knowledge. It is the core product delivered after payment, and its quality directly determines user experience
and operational effectiveness.

Typical builder characteristics include:

e Graphical Interface: Usually intuitive interfaces built with Windows Forms, WPF, or Electron. Some TAs
offer command line interfaces for advanced operators seeking automation.

e Configuration Options: Capabilities vary depending on the developer's technical maturity and
ecosystem.

o Theft Targets: Checkboxes allowing selection of browsers, crypto wallets, messaging
applications such as Telegram and Discord, FTP or VPN clients, and files by extension.

o C2 Configuration: URL of the command and control server. Some Threat Actors allow custom
C2 infrastructure, others restrict usage to their own servers. Protocol selection and heartbeat
interval may be configurable.

o Evasion and Obfuscation: String encryption, control flow obfuscation, anti virtual machine or
sandbox, anti debug techniques, sleep or junk code injection, and icon spoofing to mimic
legitimate applications.

o Persistence: Startup registry keys, scheduled tasks, shortcut in Startup folder. Many modern
stealers do not implement persistence, following a grab-and-go philosophy with single
execution and minimal footprint.

o Output: Executable format such as .exe, architecture selection x86 or x64 or both, compression
or packing such as UPX or custom packers.

What is received is an executable file that is ready to be distributed as an operator, each creation usually
having a unique signature and different obfuscations to avoid mass detection, usually by YARAs or signatures.
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HISEHIEDHDE B STATS oy LOGS @ DEBUG b [ BIELDEH -:-SETTINGS

CONNECTION *. BUILD EXECUTABLE

[+] The build will be saved to the builds folder.

FROTECTION OFTIONS

BUILD EXECUTARBLE

OFEN BUILDS FOLDER

Misericorde Control Panel, executable Builder

As seen above, the channels where builders communicate are also on Telegram and underground markets,
where it is common to find launch offers or, after speaking with the developer, they offer tests on a PoC to
verify their authenticity, as well as the videos or images mentioned above.

The accumulation of capabilities directly impacts sales strategy. The broader the feature set, the greater the

appeal to individual operators and professional distributors, increasing coverage and long-term visibility for the
stealer.
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Technical Analysis

As discussed previously, the industry tends to focus on dominant threats that already have high media visibility.
However, it often overlooks those lesser known threats that are still in development and represent invisible
risks, becoming the weakest link due to the lack of monitoring and analysis around them.

This situation is tangible in stealers such as Void, Crow, Elex, Datura, Misericorde, RS or Saturn. These are
some of the samples frequently found in these types of markets and that form part of the operational blind spot
for many companies.

misericorde supp

Username

tealer. amodern infostealer (Browsers(vi43+)Wallets,Apps,..)

Various less known stealers and dissemination platforms

The lack of attention given to these emerging projects allows them, during their first months of life, to cause
significant disruption. This creates a window of time in which these TAs can recruit affiliates and run
campaigns until they gain broader recognition, leaving dozens of victims behind.
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Void Stealer

A direct example of the above is Void Stealer, a project that emerged in late 2025 and already presents a fairly
mature infrastructure that has been collecting victims for months. Maintaining a low profile, like the rest of the
mid and low level stealers, it maintains a presence on Telegram and underground forums where its services are
offered, providing builders and panels for operators.

Overview:
| VoidStealer * ok ok ok ok VoidStealer, also known as WallStealer, is an infostealer distributed under a Malware-as-a-Service (MaaS) model that operates primarily through Telegram channels and
underground marksts. Maintaining an affiliate Infrastructure, it allows Operators with limited resources to acquire the tool and deploy it with thelr own configuration, obtaining

* Rank 48 @
Key Characteristics:
VoldStealer operates as a Malware-as-a-Service (MaaS), leveraging an affiliate infrastructure to distribute its capabilities through Telegram channels and underground markets. It is
designed to target over 20 Chromium and Gecko-based browsers, as well as more than 100 extensions, including cryptocurrency wallets (e.g., MetaMask, Phantom), password
2, Audience @  4.6K % loC 30+
Also Known AS “Alias’"
© Origin Unknown m
[ First Seen 2025-1116

M Last Activity 2028-03-20

i Indicators of Attack (loAs}
m Vulnerability Associated Threat Actors MITRE ATT&CK a loC ﬂ YARA [/ Sigma Rules

Void Stealer in SOCRadar Threat Actor/Malware Intelligence

Core Capabilities

Void Stealer implements the standard capability set of a modern stealer, with some technical particularities that
distinguish it.

e Credential and Session Data Theft:
o Chromium-based browsers (Chrome, Edge, Brave, Opera, Vivaldi, and derivatives), including
stored credentials, session cookies, and browsing history
Credentials and cookies extracted through direct access to SQLite databases
Browser extensions, including tokens from crypto wallet extensions such as MetaMask,
Phantom, and Coinbase Wallet
e Cryptocurrency Wallets:
o Desktop wallets such as Exodus, Atomic Wallet, and Electrum
o Configuration files and seeds stored in known system paths
e System Information:
o Operating system data such as Windows version, architecture (x86/x64), hostname, and
current user
o Region and language configuration, including timezone, keyboard layout, and regional settings
o Hardware information such as CPU, RAM, and GPU extracted through registry queries
e FTP and Application Credentials:
o Credentials from FTP clients and third-party applications stored in known paths
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e Optional Webcam Capture:
o Ability to capture images from the compromised system’s webcam if available and enabled by
the operator in the builder
o This function is uncommon in stealers of this profile and suggests use in sextortion campaigns
or targeted attacks where visual capture adds value
e Messaging and Application Tokens:
o Telegram sessions (tdata files)
o Discord tokens

Additionally, Void uses an intermediate C2 resolution mechanism by abusing a Steam profile, which is a
relatively uncommon technique at this tier.

No persistence mechanisms were identified. Void maintains a deliberately low execution profile, it runs,
collects, exfiltrates and terminates, minimizing its detection window. This behaviour is consistent with the
stealer-as-a-service model where speed of exfiltration takes priority over long-term implant survival, and
contributes directly to its evasion effectiveness against both endpoint solutions and user awareness.

Panel

The administration panel is the interface where the Void Stealer operator visualizes, manages and downloads
the exfiltrated logs. Unlike panels from more professional stealers that offer advanced analytics, multi-tenant
dashboards and APIs for integration with other systems, Void's panel is functional but minimalistic, oriented
toward individual operators or small teams, similar to what has been previously observed with Datura or
Misericorde.

LOG CONTROL nagHan wm norn MuHBle NPOKAAAKN mnae| acTpoiiku NONHUTEN L H o CkauaTk for Bonitn

OBIWAA CTATUCTUKA

CBojAKa BaluMX JIOroB

Cnepute 33 AMHAMVKOW MOCTYNNEHVNA 1OTOB U UX It N€eii B peanbHOM EPEMEHM.

Pacnpeaenenue no ctpanam (Ton 10)

[Qvarpamma u ciucok Ton 10 CTpaH N6 KONMUECTBY JI0TOB

Void Stealer administration panel displaying log statistics and basic operator controls
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The panel is accessed through a username and password. It lacks common security mechanisms present in
more professional stealers such as 2FA or TOTP.

Nevertheless, the typical functionality expected from malware in this family is present, providing the operator
with access to logs, proxies, the builder and other operational aspects:

My Logs Personal Proxies Builder Settings Additional Google Restore Download Logs

In the most common sections, log data and proxy configuration can be observed:

c TER

My Logs
Received Logs Refresh
No data

Content Search

Time
ALLTIME

Build ID

All Build IDs

O Hid

RECEIVED

NITORING

ersonal Proxies

P

Privat

Proxy Status —
Total: 0

IDENTIFIER AR UN LAST PING

On the other hand, within the "Additional" section there is the possibility to generate statistics based on logs by
ID, allowing filtering by campaign. This functionality can also be useful for showcasing results in underground
markets.
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It also supports multi user access for managing small teams, a typical scenario for resellers or organized
groups.

PABOTH

Public Statistics Pages YnpaesieHue akKayHTamMu pa6oTHMKOB

CosaasaiiTe 1 HacTpawBaliTe A0CTyn paGoOTHUKOB K NOramM, GMAAepy W pasAenam naHenu.

Create public links with aggregated statistics for your logs.

Void Stealer public statistics page for generating shareable log dashboards

https:/y

paign1 = Created:

2 & Delete

Campaign management view showing generated links and log access controls

CozaaTh aKKayHT paboTHvka

foruH paboTHuKa Mpaea ao
¥ focryn k Gunaepy » Ynanate norn
Maccoeoe + CkauvsaTte nOrA
Napoas pabothHuka yAANEeHWe NOroB
Maccoeoe CKpbIBaTE NOTH C
CKAYMBAHWE NOTOB

MNpueAzaHHLe BuildiD
CKpbITe BKA3AKY CKpbITh BKASAKY

Campaign1 «HacTpoiiku= =GoogleRestore=

CKpLITE EKNBAKY

Campaign2

wTentHele BulldiD (EBoa BEpyYHYID,
yepes npoben)

Worker account creation panel with role-based permissions and access settings
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Within the Google Cookie Restore section, it is possible to regenerate active Google session cookies from a
stolen token. This allows the operator to anonymize the operation using proxies and to geolocate from a

location close to the victim:

Google Cookie Restore

Re: from token with or wit roxy

Restore Parameters

Restore Cookies

Finally, the most important section is the configuration of settings and the builder:

config.cfg Editor Telegram Notifications
[ Enabl

O Attach 1

Here the operator can modify the configuration file to define what data should be collected, including the
option to add a Telegram bot that will send notifications with the information that will later appear in the panel

after infection.
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Builder

The builder is the tool used by the operator to generate customized Void Stealer payloads. Its quality and
interface directly determine the usability of the stealer for operators with different levels of technical expertise.

As seen previously, everything is integrated within the panel itself. Once configured, the operator can set
campaign tags and even proxies, and the malware will be downloaded with the previously defined

configuration.

Build Settings

buil rs) — After generation you will re

I3 fED B (MR e & You have chosen to open:
campaigni| : build.zip
which is: ZIP Archive (319 KB)
from: ...nfréip5dwsddgcbpcbjjygrvaquvghflemmtle33bgzdtid.onion

What should Tor Browser do with this file?
() Open with

ave File

[] Do this autornatically for files like this from now on,

Builder output executable

&

Information about the last build will appear here.

Builder Settings section

San | Saipts | Plugins | Log

Type: PE+(54) Size: | 649216 Entropy FLC S H

Import Resource PE
0004a3fc = nageBase: 0000000140000000

Number c ooo7 > age: 00026000
E— Microsoft Visual C/C++{[] < The result will be a C++ binary belonging to Void

linker Microsoft Linker(14. 50)[EXE&4] 5 7 Stea ler.

Detect It Easy *  Signatures Info

= 47 ms
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Modus Operandi

After obtaining Void and analyzing
both the panel and the builder, it is
possible to determine that it follows
an infrastructure pattern similar to
other stealers. Regarding execution,
the following diagram presents the
end to end malware flow, from initial
execution to the final delivery of the
exfiltrated data to the operator.

As can be observed, it presents
several interesting peculiarities that
will be examined in detail below.
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[Initialization]

Dynamic NTDLL loading - GetModuleHandleA - Resolucidn dindmica de
imports

[Evasion]

Dynamic syscall resolution - NT = Zw transition - EDR hook bypass

¥

[Anti-Analysis & Persistence Check]

Mutex creation - Single instance enforcement

. 4

[Mutex creation - Single instance enforcement]

System fingerprinting - HWID - OS language - Hardware info - Log
timestamp

¥

[C2 Handshake & Config Retrieval]

Steam profile ID resolution - Hardcoded domain extraction - Operator
config pull - Target list load

[Collection]

Browser credentials & cookies - Crypto wallets & extensions - Files &
registry - Browser process execution for session data

. 2

[Exfiltration & Delivery]

JSON chunked upload - C2 relay - Campaign ID resolution - Operator
panel + Telegram notification
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Technical Details

The Unknown Stealers: From Dark Web to Log Markets

Starting from the Void Stealer binary, it can be observed that it is a PE executable targeting Windows, typically
with a size ranging between 600 and 700 KB:

|bui|d.exe

Type of file:  Application {.exe)

Description:  build.exe

Location:

Size: 634 KB (645,216 bytes)

Size on digk: 636 KB (651,264 bytes)

Created: |

Modified:

Accessed:

Atributes: ] Readonly [ Hidden Advanced...

It imports libraries commonly used by legitimate software, but it is also clear that it will maintain external
communications. Typical imports are present for process interaction, file access, communications and loading

additional libraries:

EnumDisplayDevicesA

CreateToolhelp32Snapshot

SHGetKnownFolderPath Process32NextW
WinHttpConnect Process32FirstW
WinHittpSendRequest VirtualProtect
WinHttpCloseHandle FindNextFileW
WinHttpOpenRequest CreateProcessW
WinHttpReadData OpenProcess
WinHttpOpen CreateProcessh
WinHttpQueryDataAvailable M
WinHittpSetOption FindNextFileA
WinHttpQueryHeaders Qﬂm
DeleteFileA
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During the early stages of Void Stealer, runtime loading of libraries and imports can be observed, in this case
abusing ntdll. This is a common technique used to avoid triggering certain detection engines and to make static
analysis more difficult.

Y
xorps xmm@, xmm@
movups [rsp+4C@h+var_470], xmm@ - e at e e e A - I -
movdqu xmmword ptr [rsp+4C8h+lpMem], xmm@ ® 48:897424 70 mov qword sp 1 ; ;
mov [rsp+aceh+var_450], rsi . 48:8D0D SES8BO400 lea rcx, mrd Dtl' ds: [7FF6KDOAEAB] 00007FFE60CDOAEAS: "ntd11.d11™"
P = > ) . . FF15 CO2F0300 €all gword ptr ds:[<GetModuleHandleax]
lea rcx, aNtdllpll @ ; "ntdll.dll . 4C:8BCO mov r8,rax
call cs:GetModuleHandleA . 48:894424 50 mov gword ptr ss:@rsp+sofl,rax
. 48:85C0 test rax,rax
mov r8, rax 2
mov qword ptr [rsp+4C@h+var_47@], rax
test rax, rax
Jz loc_140042585 ©-OF84 81010000 je ptaz. 7FF60CCC2548) D
41:803F SA cmp byte ptr d(-[rls],:- ris:"A_SHAUpdate”, 5A:'Z’
~| oF8s 77010000 jne ptqz 7EF6!
41:807F 01 77 cmp byte ptr [ 1 -L],” ris+01:"_SHAUpdate", 77:'w'
v| OF85_6C010000 jne ptaz.7FFGEOCCC2548
41:0FB7044A movzx eax,word ptr ds:[rio+rcx-2] rio+rcx*2:RTINtd1 IName+389C0
41:8B0481 mov eax, dword ptr ds:[r9+rax~4]
49:03C0 add rax,rs rax:RtINtd1IName+363C4
48:8945 80 mov qword ptr ss:[rbp-80f,rax rax:RtINtd1IName+363C4
48:38DA cmp _rpx, rdx

00007FFFAOEESOF7 |l] 5F 53 48|41 55 70 64|61 74 65 00|41 6C 70 63| A_SHAUpdate.Alpc
00007FFFAOEES107 |41 64 6A 75|73 74 43 6F|6D 70 6C 65|74 69 6F 6E|AdjustCompletion
0D007FFFAOEEB117 | 4C 69 73 74|43 6F 6E 63|75 72 72 65|6E 63 79 43|ListConcurrencyC
00007FFFAOEESB127 |6F 75 6E 74|00 41 6C 70|63 46 72 65|65 43 G6F 6D |ount.AlpcFreeCom
0D007FFFAOEEB137| 70 6C 65 74|69 6F G6E 4C|69 73 74 4D|65 73 73 61|pletionListMessa
00007FFFAOEE8B147 | 67 65 00 41|6C 70 63 47|65 74 43 6F|6D 70 &C 65 ge.a]pcﬁetcomu]e
00D07FFFAOEE8B157 | 74 69 6F 6E|4C 69 73 74|4C 61 73 74|4D 65 73 73| tionListLastMess
0D007FFFAOEES167 |61 67 65 49|6E 66 6F 72|6D 61 74 69|6F 6E 00 41|ageInformation.A
00007FFFAOEES8177 | 6C 70 63 47|65 74 43 6F|6D 70 6C 65|74 69 GF GE|1pcGetCompletion
00007FFFAOEE8187 | 4C 69 73 74|4D 65 73 73|61 67 65 41|74 74 72 69|ListMessageAttri
00D007FFFAOEE8197 |62 75 74 65|73 00 41 6C|70 63 47 65|74 48 65 61|butes.AlpcGetHea
00007FFFAOEES81A7 (64 65 72 53|69 7A 65 00|41 6C 70 63|47 65 74 4D|derSize.AlpcGetM
0D007FFFAOEES1B7 (65 73 73 61|67 65 41 74|74 72 69 62|75 74 65 00|essageAttribute.
00007FFFAOEESB1C7 |41 6C 70 63|47 65 74 4D|65 73 73 61|67 65 46 72|AlpcGetMessageFr
00007FFFAOEEBID7 | 6F 6D 43 6F |6D 70 6C 65|74 69 6F GE|4C 69 73 74|omCompletionList
0D007FFFAQEEB1E7 |00 41 6C 70|63 47 65 74|4F 75 74 73|74 61 GE 64|.AlpcGetoutstand
0D0D07FFFAOEEBL1F7 | 69 6E 67 43 |6F 6D 70 6C (65 74 69 6F|6E 4C 69 73 1"9(0'!191&(10!1\_15
00007FFFAOEES8207 (74 4D 65 73|73 61 67 65|43 6F 75 6E|74 00 41 6C|tMessageCount.Al
00007FFFAOEES8217 |70 63 49 6E|69 74 69 61|6C 69 7A 65|4D 65 73 73|pcInitializeMess
00007FFFAQEEB227 | 61 67 65 41|74 74 72 69|62 75 74 65|00 41 6C 70|ageAttribute.Alp
00007FFFAQEE8B237 | 63 4D 61 78|41 6C 6C 6F|77 65 64 4D|65 73 73 61|cMaxAllowedMessa
00007FFFAOEE8247 |67 65 4C 65|6E 67 74 68|00 41 6C 70|63 52 65 67|geLength.AlpcReg
00007FFFAQEES8257 (69 73 74 65|72 43 6F 6D|70 6C 65 74|69 6F GE 4C 1St€F(‘:0'nD1EtWOHL

Y

Dynamic syscall resolution via ntdll to bypass EDR monitoring and evade static analysis

This is where the so-called Dynamic Syscall resolution and transition is implemented in order to evade or
bypass EDR solutions. Modern EDRs frequently hook functions within NT, therefore the malware resolves Zw
calls instead. In this technique it follows the steps below:

1. Enumerate exports from ntdll,
2. Store Zw* + address,

3. Receive "NtXXXX",

4. Convert Ntto Zw,

5. Search in the table,

6. Scan the ntdll stub,

7. Locate the syscall instruction,

8. Store the clean syscall address,
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lea rex, [rbp+Str2]
mov rdx, ri3
call  sub_140008C98
mov rcx, qword ptr [rbptvar_2+8]
lea rax, [rbp+5tr2] 0007 FF60CCC21E3 E8 BOGAFCFF €all ptqgz.7FF60CC88CI8
mov r8, [rbp+str2] : 884D mov rcx,gword ptr ss:[rbp-1
oFh 48: 8045 DO Tlea rax,gword pti r i"NtAllocatevirtualMemory"”
cmp rex, 4C: 8845 DO mov r3,qword ptr r bp—30§ ]:"NtAllocatevirtualMemory™
cmova  rax, r8 48:83F9 OF emp rex,F g t-’\ﬂocate\ﬂrtua]me'v'ory
cmp byte ptr [rax], 4Eh ; N’ 49 OF47C0 cmova rax,rs rax: "NtAllocatevirtualMemory”
s 8038 4 cmp byte ptr ds:[rax],4E rax:"NtAllocatevirtualMemory”, 4E:°N'
gnz___short loc_14004223C v 75 38 jne ptqz.7FFE0CCC223C
48:83F9 OF cmp rcx,F rcx: "NtAllocatevirtualMemory”
48:8D45 DO lea rax, qwnrd ptr ss:Q@rbp-308 [rbp-30]:"NtAllocatevirtualMemory"
491 0F47C0 cmova rax rax:"NtAllocatevirtualMemory”
8078 01 74 cmp byte ptr ds:[rax+1],74 rax+01: "tAllocatevirtualMemory”, 74:'t’
v 75 29 jne ptgz.7FF60CCC223C
cmp rex, OFh 48: 83F9 OF mp rex,F
lea rax, [rbp+str2] 48: 8045 DO lea rax,qword ptr ss:[@rbp-300
cmova rax, r8 491 0F47C0 cmova rax,rs :
cmp byte ptr [raxt1], 74h ; 't' €600 5A = byte ptr d,‘ [rax IESAT rax: nt-\nocaﬁwv:uanvemry 5A:'Z"
jnz short loc_14004223C 48 ea_rax. aword rpo-20l [rbp-201:"Ntallocate wrtua].ue’rnr

3‘—

rcx, @Fh
rax, [rbp+str2] B || g v 75 3B jne ptaz.7FFenccc223¢
rax, r8 46 8045 DO ?p = d pt Erbp-203 ]:"ZtAllocatevirt w
. 48:8D45 DO ea rax,qword ptr ss:[frbp-3c 1 ocatevirtualienor
byte ptr [rax], Sah ; 'Z 49:0F47C0 cnova rag ° > rax: "ztAllocatevirtualMe: =5 ZtA]
rax, [rbp+str2] 8078 01 74 p byte tr ds:[rax+1],74 rax+01: "m1ocatenrtua1nemry 74:'t"
gword ptr [rbptvar_28+8], @Fh v 75 29 jne e SFreocicasac
rax, [l‘b +Str‘2] 48:83F9 OF cmp rcx
P 48:8045 DO lea rax, qwurd ptr ss:[rbp-30§ rhp 30] ZtA1lccatenrtua'lne'rory
byte ptr [rax+l], 77h ; 'w’' 49:0F47C0 cmova rax locatevirtualMer "ZtAl
recx, qword ptr [rbp+var_ 29+8] C600 SA mov byte ptr ds rak ZtA11ocate\w:ua1He‘rcry 54 ‘2"
48:8045 DO Tea rax,qwor [rbp-30]:"ZtAllocatevirtualiemory™

r8, [rbp+str2] 48:837D E8 OF

cmova rax,qwo

s [rbp-30]: ",
mov byte ptr d, [rax

[ Ztallocatevirtualiemory”
rax+0

TlocatevirtualMemory”, 77: "w’

eeessssssssncsscsnce

48:8B4D EB mov rcx,qword p

4C:88B45 DO mov r8,qword p:r s: [rbp- ZtallocatevirtualMemory”

4C:8866 10 mov ri3,qword ptr [rsi+: wAccessCheck”

48:8D55 DO lea rdx,qword ptr ss:frbp-30f frbp- ZtAllocatevirtualMemory”
00007 FE 60! 48:83F9 OF cmp rcx, F

loc_14004223C:

mov r12, [rsi+leh]
lea rdx, [rbp+Str2]
cmp rcx, @Fh
mov. rls, rdi

Runtime API resolution and syscall mapping via ntdll

As aresult, it has now increased its capabilities and avoided potential detection.

00007 FFFAQOEZDF B0 | EXport| 232 NtAlpcCreateResourceReserve

00007 FFFADEZDFAD | Export | 1817 ZwAlpcCreateSectionyiew

00007 FFFADEZDFAD | Export | 233 NtAlpcCreatesectionview

00007 FFFAOQEZDFCO| EXxport | 1818 ZwAlpcCreateSecurityContext

00007 FFFAQOEZ2DFCO | Export | 234 NtAlpcCreateSecurityContext

00007 FFFAQEZDFED | Export | 1819 ZwAlpcDeletePortsection

00007 FFFADEZDFED | Export | 235 NtAlpcDeletePortsection

00007 FFFAOEZEQOOD | Export | 1820 ZwAlpcDeleteResourcefeserve

00007 FFFAQEZEQOOD | EXpoOrt | 236 NtAlpcDeleteResourceReserve

00007 FFFADEZEQ20 | Export 1821 ZwAlpcDeleteSectionyiew

00007 FFFADEZEQ20 | Export | 237 NtAlpcDeletesectionview

00007 FFFADEZED4D | Export (1822 ZwAlpcDeleteSecurityContext

00007 FFFADEZED40 | Export| 228 NtAlpcDeleteSecurityContext

00007 FFFAOQEZEQGD | EXport | 1823 ZwAlpcDisconnectPort

00007 FFFAQOEZEOQGD | EXpOrt | 239 NtAlpcDisconnectPort

00007 FFFACDEZEQSD | Export | 1824 ZwAlpcImpersonatellientContainerdfPort
00007 FFFADEZEDSD | EXport | 240 NtAlpcImpersonateClientContainerofPort
00007 FFFADEZEDAD | EXport | 241 NtAlpcImpersonateClientOfPort

00007 FFFADEZEQAD | EXport | 1825 2wA1pcImpersunatec11enthPurt

Export table analysis and mutex creation for persistence control

From this point, the malware checks for and/or creates the Mutex that will allow it to avoid reinfections on the
same system.
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Y
il s
lea rbx, aGlobalComposer ; "Global\\composerctx"
mov rg, rbx ; lpName
lea edx, [rdi+l] ; bInitialOwner
xor ecx, ecx ; lpMutexAttributes
call cs:CreateMutexid
mov rsi, rax
test rax, rax
jz loc_140014C1A
L | .
. 007FF60CC925D2 4C:8BC3 mov ré,rbx r8:L"Global\\composerctx", rbx:L"Global\\\composerctx"
oo FEe0CC925D5 8D57 01 Tea edx,qword ptr ds:[rdi+1]
®|C 7FF60CC325D8 33C9 XOr eCX,ecx
& FF15 202D0600 €all gword ptr ds:[<Createmutexw:>]
QoOOOCEEENCC QDL N lﬂ'w n\\l e ray
vd exe 4324 Mutant  \Sessions\1\BaseNamedObjects\SM0:4324:304:WilStaging_02
vd.exe 4324 Mutant ‘\BaseNamedObjects'\composerctx

Mutex creation used to prevent reinfection and ensure single instance execution

The malware then retrieves configuration information where it contains the internal list of items it will inspect
next, as well as the campaign identifiers previously defined.

DOD0D2967 L9B6EAD | 40) 6F 67 20|64 6L 74 65|00 00 OO 00|00 00 00 00| Log date........
000002967 19B6EB0 | 08 00 00 00|00 OO0 00 O0|OF OO0 OO0 00(00 00 00 D0| «en e eeenenensas
000002967 19B6ECO| 48 57 49 44|00 00 00 00|00 OO0 OO 00|00 OO0 OO0 OO|HWID...veeeee...
000002967 19B6ED0| 04 00 00 00|00 OO0 00 OO|OF 00 OO0 00|00 00 00 O0| «uu e raenseseses
00000296719B6EED |53 79 73 74|65 6D 20 4C|61 6E &7 75|61 &7 &5 00| System Language.
000002967 19B6EFD| OF 00 00 00|00 00 00 OO|OF 00 OO0 00|00 00 00 DO0| uv e raenenensns
00000296719B6F00 |50 72 6F 63|65 73 73 GF|72 00 00 00|00 00 00 00| PrOCESS0r. ... ..
000002967 19B6F10( 09 00 00 00|00 OO0 00 OO|OF OO0 OO0 00|00 00 00 DO0| e eereenenensns
000002967 19B6F20( 49 6E 73 74|61 6C 6C 65|64 20 52 41(4D 00 00 00| Installed RAM...
00000296719B6F30 (0D 00 00 00|00 OO0 00 O0|OF 00 OO0 00(00 00 00 D0| «eueeeeenenensan
000002967 19B6F40 (80 30 94 71|96 02 00 0QO0[00 00 OO0 00|00 00 00 D0| c0ugevaeeennsan
000002967 19B6F50 | 10 00 00 00|00 OO0 00 O0|1F 00 OO0 00|00 00 00 O0| «uueeasnsesnses
D0000296719B6F60| 47 72 61 70|68 69 63 73|20 63 61 72|64 00 00 00|Graphics card...
000002967 19B6F70( 0D 00 00 00|00 OO0 00 OO|OF 00 OO0 00(00 OO0 00 DO0| e eeraenenensas
00000296719B6F80| 43 6F 60 70|75 74 65 72|20 4E 61 6D |65 00 00 O0|Computer Name...
000002967 19B6F90 (0D 00 00 00|00 OO0 00 OO|OF 00 OO0 00|00 00 00 DO0| .«eueereenensnsas
000002967 19B6FAD | 44 6F 6D 61|69 GE 20 4E|(61 6D &5 00|00 00 00 OO|Domain Mame.....
000002967 19B6FB0| 0B 00 00 00|00 OO0 00 O0|0OF 00 OO0 00(00 00 00 D0| «eueeeeeneeensnn
D0000296719B6FCO| 4D 61 63 63|69 GE 65 49|44 00 00 00|00 0O 00 0O|MachineID.......
000002967 19B6FD0| 09 00 00 00|00 OO0 00 O0|OF OO0 OO0 00|00 00 00 O0| «eu e aensesnses
00000296719B6FED |55 73 65 72|20 4E 61 &D|65 OO0 OO0 00|00 00 00 O0|USer Name.......
000002967 19B6FFO| 09 00 00 00|00 OO0 00 OO|OF 00 OO0 00|00 00 00 DO0| e eereenenensas
00000296719B7000 | 41 64 60 63 |6GE 20 47 72|6F 75 7O 00|00 00 00 OO|Admin Group.....
0000029671987010( 0B 00 OO0 00|00 OO0 OO0 OO|OF OO0 OO0 00|00 00 00 DO0| e eereenenensas
000002967 19B7020| 49 6E 74 65|67 72 69 74|79 00 00 00|00 OO0 00 OO|INtegrity.......
0000029671987030( 09 00 00 00|00 OO0 00 OO|OF OO0 OO0 00|00 00 00 D0| e e reeneeensan
D000029671987040|54 69 6D &5 |5A 6F 6E 65|00 00 OO 00|00 00 00 OO|TimeZone........

Collected system and host profiling data
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48:BDEC24 CO030000 |Tea rcx,gword ptr ss:|[rsp+3Cof

E8 S50638FFFF £all ptqgz.7FF60CCSSFL0

48:8D15 B98F0OS00 lea rdx,qword ptr ds:[FFF60CD1EGS0] 00007FFE0CD1B680: "nX2ygvib™
45: 8D8C24 COO30000 lea rcx,gword ptr ss:[Ersp+3Coj

ES BSIBOOOOD €all ptgz.7FFEOCCIC28C

45: 8BDO mov rdx,rax rax:"Campaignl™

48: 8DBCZ24 00030000 lea rcx,gword ptr ss:|[Brsp+300§

E8 C85&0000 call otaz.7FF&OCCITDAC

Runtime string and identifier resolution

After this step, it deobfuscates a string corresponding to a URL which, as can be observed, belongs to Steam.

~ OF84 74140000 je ptgz.7FFG030E4BEF

48: 8D3424 48040000 Tea rdx,qword ptr ss:[Qrsp+443s) [rsp+448] :"https: //citrusshop.icu”
4C: 39AC24 60040000 cmp gword ptr ss:[Brsp+4s0f,ri3

48:0F479424 45040000 | cmova rdx,qword ptr ss:[rspt448] [rsp+448] :"https: //citrusshop.icu”
4C: 8B8424 58040000 mov r8,qword ptr ss:[rsp+455]

48: 800D 7D460800 lea rcx,qword ptr ds:[7FF609167E20]

EB 5459FFFF call ptqz.7FFG&030D90FC

48: 803424 10040000 Tea rdx,gqword ptr ss:[frsp+410f

4C:39AC24 28040000 cmp gword ptr ss:[Brsp+423],ri3

48:0F479424 10040000 cmova rdx,qword ptr ss:[rsp+410]

4C: 8B8424 20040000 mov r8,qword ptr ss:[Irsp+420]

4C: 8D3D 30460800 lea ris,qword ptr ds:[7FF&609167EQOD] ri5:&"7656119987 7970460

Deobfuscation of embedded URL

S AUT gdX, edX

0OF118424 55060000 movups xnnword ptr ss:|frsp+6s 8], xmmo

OF118424 &B80&0000 movups xmmword ptr ss:|lrsp+s68], xmmo

0OF118424 73060000 movups xmmword ptr s Sp+67 o] Xmmo

48: 895424 35060000 mov gword ptr ss:|irsp+&ss],r

48:8B15 EC850800 mov rdx,qword ptr ds: [?FFGDBlBBsBa] 00007 FFE0916B568: & NTTps: //sTeamcommunity. com™
4R:BN4C?4 BN Tea rex.aoword ntr ss:Brsn+col

Resolved C2/target URL reference (Steam domain)

The threat actor has configured the retrieval of an intermediate C2 by querying Steam profiles created by the
actor themselves. These profiles serve as a dynamic source of information that can be modified and rotated
over time.

The malware sends a request to check the profile name based on an ID (SteamID), which returns the URL that
the malware will internally verify. As shown below, this profile has been active since July 2025
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[72]
(0)

40:88BC24 10050000
48:881D 667F0800
48:8B15 AF7C0800
48:8D8C24 A8040000
ER_AASA
45¢ .
48:8D9424 20030000 lea rdx,qword ptr

mov byte ptr ss:firs
mov rbx,qword ptr d
mov rdx,qword ptr d
lea rcx,qword ptr s

[rsp+32 ame
| frsp+30 " respot

48:8D8C24 00030000 |lea_rcx,qword ptr =
ES 4F480000 call ptaz.7FFE090E795
48:83F8 FF cmp rax, rax:& actua
sub_140008EAC(8119);
- ex800000;
i ((oviE Y(ar 4 52) = 1)
-0
- ) i
i ( 21281 _164[1] > 7ui64 )
- fol;
penRequest (*(HINT T *)(al + 8), L"GETT, , 064, @i64, @is4, )

uest(vi2, 8164, @, 0164, @, 9, 8i64) || liinittpReceiveRespor

se(vis, 0i64) )

Offline
eryHeaders (v13, €x20000013u, 0164, & . & , 0i6a) ) sibility: public

o B adh Community

1F ( IuinkttpQueryDatahvailable(v13, & )11t )
break; . .
(5= otes) ¢ citrusshop.icu «
sub_140008384( » +1);
f ( !WinHttpReadData
{
sub_140008320( s

[e] + )=9; Profile URL

- (( ) [oD); Profile https:
sub_14000898 (8119, fe), vi4); Permalink

16 ( *((QUORD *)8v20 + 1) > exFuiss )
- ;

Add to Friends

sub_140019784(a3, v15, 120);
£ub_140008F10(8.19) ; ev: © Al s i
s el s, WebDev: © 20132026 AucT  FeedBack Privacy

while ( )

s ndle(v13);

API-based access to backend infrastructure

The domain leads to a fake form impersonating the University of Magadan. The malware accesses it through
an API, while the visible page acts merely as a decoy portal intended to avoid blocking.

| = Fake webpage

/api/client - intermediate C2

B97C24 7B mov dword ptr s r
48:8B15 22800800 mov rdx,qword ptr ds
45:8D4C24 50 lea rcx,qword ptr ss:jir S0
ES 1055FFFF €all ptgz.7FFE020DSASE |

fig”, 00007FFE0916BS60:&"/api/config”

APl endpoint usage for communication with intermediate C2
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MaragaHckui rocysgapcrBeHHbIW YHUBEpPCUTET

Mpuemnas kamnanua 2025-2026

damunusa *

Otuectso

Email *

BoifiepuTe ypoBeHh

Appec NpoxuBaHUs

YpoBeHb obpasoBanms *

I'quaqa 3aABKW Ha 06yl-|e|-me

No6po noxanoeats B MaragaHckuid rocyiapcTEeHHLIA yHuBepcuTeT! 3anonHuTe GopMy HuXe AIA MoAauy 3asaBki Ha NocTyrnaeHue. Hawwm
creumnanucTl CBsKYTCA © Bamu B Baukaliee spema.

Wma

[ara poxaerns *

ad/mm/azaa o

Tenedon *

+7 (XXX) XXK-XX-XX

Bbibepure Hanpasnetue *

BuibepuTe Hanpaenexve ~

Fake university application form used as a decoy interface for data collection

Following this step, the malware attempts to gather key information from the affected system and proceeds to
collect data such as:

48
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Log Date

0s

HWID

Processor
Installed RAM
Graphics card
Computer Name
Domain Name
MachinelD

User Name
Admin Group
Integrity
TimeZone
UserLanguage
Wallpaper Hash
Keyboard Language
Screen Resolution
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Lty LS IYWUIU_L4guyDoLs )

vy

loc_1488139C7:
cmp rbx, rl4
jz short loc_l4@@13401

ol e

mav ra, rbx

mav rdx, ris

lea rex, [rsptlCesh+var_18C8]
call sub_148039C38

lea rdx, unk_1488354D3

lea rcx, [rsp+lC@sh+var_1B388]
call sub_148816805

mov rox, rax

call sub_148816814

add rbx, 28h ; " '

jmp short loc_l4e@139C7

Control flow used to process and prepare collected data

0000029E662BODFO
0000022EGEZEBOEDD
0000029E662BOELD
0000022EGEZEBOEZD
0000029E662BOE3D
0000022EGEZEBOE4D
0000029E662BOESD
0000022EGEZEBOEGD
000D0022EGEZEBOETD

00000229E66ZBOESD
0O000023EEEZE0EDD
00000229E66ZBOEAD
0000023EGEZE0EBD
00000229E66ZBOECD
0000023EGEZE0EDD
00000229E66ZBOEED
0000023EGEZEB0OEFD
00000229E66ZBOFOD
0000023EEEZEOFLD
0O000023EEEZEBOF20
00000229E66ZBOF30
000002IEEEZEOF40
00000229E66ZBOFSD
000002IEEEZEBOFED
00000229E6EZBOFTD
0000023EEEZEBOFED
00000229E66ZBOF 30

ANAMNTIGCSEI0ONE AN

UserLanguage. . ..

Structured storage of system profiling information

It iterates through the entire list, retrieving the information, typically from the Windows registry, encoding it in
Base64 and maintaining a record of each element with a counter. The collected data is then converted into
JSON, a practice that is consistently followed throughout the execution. The information is stored locally as
userinfo <ID>.txt before being sent to the server.

49



SOCRadar

Your Eyes Beyond

The Unknown Stealers: From Dark Web to Log Markets

. v E9 18140000 ijmp ptgz.7FFE090E4DD4
|0 48:8B1D 007CO800 mov rbx,qword ptr ds:[7FF60916B5C0] rbx: "HWID", O0007FF60916B5C0:&"Log date”
| 4C:8B35 017C0800 mov ri4,qword ptr ds:[7FFE60916B5C8]
| 49: 3BDE cmp rbx,ri4 rbx: "HwWID"
————— . 74 35 je ptqz.7FFG6090E3ADL
H ol 4C:8BCB mov r9,rbx rbx: "HWID"
H LD 49:8BD7 mov rdx,ris ris:"citrusshop.icu”
! e 48:8D8C24 40030000 lea rcx,qword ptr ss:|[rsp+340]
i . E8 59620200 €all ptqz.7FFE09109C38
i ol 48:8D15 F22A0700 lea rdx,qword ptr d ?FF6091554DB]
i e 48:8D8C24 80000000 lea rcx,qword ptr ss:[rsp+
i . ES 15260000 €all ptgz.7FFE090EG008
i | 48: 8BC MmOV rcX,rax
0 . E8 19260000 call ptqz 7FF6090£6014
! . 48:83C3 20 add rbx,2 rbx: "HWID"
. EB C6 jmp ptgz. ?FFGOBGE;BC?
S - 48180232t B0A0 W SRR R e B 16
T ¥
—> E r+49: 38DE cmp rb\ r“J.4 rbx:"System Language'
r====@ E v| 74 35 je ptgz.7FFE6090E3AD1
| . OE 4C:8BCB mov r9,rbx rbx:"System Language"
H L] E 49:8BD7 mov rdx,ris ris:"citrusshop.icu®
| . E 48:8D8C24 40030000 Jea rcx,qword ptr ss:[irsp+340])
! . E E8 59620200 €all ptqz.7FF609109C38
1 . E 48:8D15 F22A0700 lea rdx,qword ptr d' [7FF6091564D8]
i . OE 48:8D8C24 80000000 Tea rcx,qword ptr ss:jirsp+80§
; . E E8 15260000 €amn ptqgz. 7FFSDBDE6003
I . E 48:88BCS MoV rcx,rax
I . E E8 19260000 call ptqz 7FFG090EGO14
! . E 8:83C3 20 add rbx,20 rbx:"System Language"
- . ALEB Cc6 | jmp/ ptgz.7FFE090E39CT

48:8D9424 48040000

1ea rdx,qnord ptr ss

2eccnaanmcen

:frsp+443])

<%

<+

Output

{"parameter”:"
Time"}

Log date”,"timestamp™:"

\"status\":
saved\",\"filename\":\"logs/
._Campaignl_

userinfo_

yNiAxNzozMyBSb21hbmN1IFN@YWS k\’X]kIerb‘;\Uifo«l

SAXE\", \"ip\":\"

¥ ptgzexe 8172 @CReqQueryKey  HKLM

Wptgzexe 8172 @¥RegOpenKey  HKLM\HARDWARE\DESCRIPTION\System\CertralProcessor\0

B ptgz.exe 8172 ﬂﬂegQueryVaIue HKLM\HARDWARE\DESCRIPTION\System‘\Central Processor\0\ProcessorName String

W ptgzexe 8172 gﬂeg(ﬂoseKey HKLM\HARDWARE“DESCRIPTION\System‘Central Processor\0
Wptgzexe 8172 @4 RegOpenKey  HKLM\Hardware \DeviceMap \VIDEQ
Tptqzexe 8172 @ RegQuenyValue HKLM\HARDWARE\DEVICEMAP\VIDEO \MaxObjectNumber
W-pigzexe 8172 @ ReqCloseKey  HKLM\HARDWARE\DEVICEMAP\VIDEQ
‘B ptqz.exe 8172 @{RegOpenKey  HKLM\Hardware\DeviceMap\Video
W-pigzexe 8172 gﬂegﬂuew\’alue HKLM'HARDWARE\DEVICEMAP\VIDEO\\Device\Video0
Input + O 5 i
eyJwy!

Tr Raw Bytes <+
B0 m

*,"value™:” Romance Standard

\"success\",\"message\":\"All parameters collected and

/
\",\"collected_count\":18

Registry-based system profiling and packaging of collected data prior to exfiltration

Depending on timing checks, the malware determines whether execution delays are occurring, something
commonly observed during debugging. If such delays are detected, a specific mode is activated that does not
affect the data collection process but changes how the data is transmitted.

Instead of sending the collected information in a single block, it is sent in smaller chunks. This defensive
mechanism is common in stealers and is intended to prevent data loss. If the malware detects potential

analysis activity or defensive systems interfering with execution,

it may begin transmitting the collected

information incrementally to ensure that at least part of the data reaches the operator before execution is

interrupted.

50



Radar’

Your Eyes Beyond

=\
soc
=

The Unknown Stealers: From Dark Web to Log Markets

Once the malware has obtained key system and user information, it proceeds to collect data from installed
applications, primarily web browsers. It executes a routine that iterates through its internal list, defined
previously in the builder configuration, and checks one by one whether each application is installed.

. 48:8D0D 32EDO500 lea rcx,qword ptr ds:[7FF7D8BGEI9E]
—_— ES 2DD10000 call lwtza.7FF7D8B19D98
. 833D 26EDO500 FF cmp dword ptr ds:[7FF7DBBG6B998],FFFFFFF|
. -~ 0F85 EOFBFFFF jne Twtza.7FF7DBBOCES8
® (| 00D07FF7DBBOCCTE 48:8B05 D9ES0500 mov rax,qword ptr ds:[7FF7D8B6B488] 0D0D07FF7DBB6B488:4"Google Chrome™
@ || 00007 FF7DBBOCCYF 48:8905 4ADDOS 0O mov gword ptr ds:[7FF7DBBGA9YDO] ,rax
® (| 00D07FF7DBBOCCEG 48:8B05 73E70500 mov rax,qword ptr ds:[7FF7D8B6E400] 00007FF7D8B6B400:&"Googl e \Chrome\\User Data™
@ || 00007 FF7DBEOCCED 48:8905 44DD0500 mov gword ptr ds:[7FF7DBBGA9DE],rax
@ || 00007 FF7DBEOCCS4 66:C705 43DD0500 010]mov word ptr ds:[7FF7DBBGAYED],101
@ || 00007 FF7DBEOCCID 48:8B05 44E70500 mov rax,qword ptr ds:[7FF7DB8B6B3ER] 00007FF7D8B6B3ER:&"Microsoft Edge”
@ || 00007 FF7DBEOCCAS 48:8905 3DDDOS500 mov gword ptr ds:[7FF7DBBGAYEB],rax
@ || 00007 FF7DBEOCCAR 48:8B05 AGES0500 mov rax,qword ptr ds:[7FF7DBB6B558] 00007FF7DBB6E558:&"Microsoft)\Edge’ "
@ ||00007FF7DBEOCCEZ 48:8305 37DDO500 mov gword ptr ds:[7FF7DBBGAIFO],rax
@ ||00007FF7DBEOCCES 66:C705 36DD0O500 010]mov word ptr ds:[7FF7DBB6A9IF8],101
® (| 00007FF7DBEOCCC2 45:8B05 97E00500 mov rax,qword ptr ds:[7FF7DBBGADG0] 00007FF7DBE6ADE0 & Mozilla Firefox™
® (| 00007FF7DEBOCCCA 48:8905 30DD0500 mov gword ptr ds:[7FF7DBBGAADO] ,rax
® || 00007FF7DEBOCCDO 48:8B05 41E30500 mov rax,qword ptr ds:[7FF7D8BGE0LE] 00007FF7DBE6BOLE : & "Mozilla \\Firefox'\Profiles”
® (| 00007FF7DEBOCCDT 48:8905 2ADDOS500 mov gword ptr ds:[7FF7DBBGAADS] ,rax
® (| 00007FF7DEE0CCDE 6644 ;8935 ZADDOS00 mov word ptr ds:[7FF7D8SBGAALOD] , rldw
® (| 00007FF7DBE0OCCES 48:8B05 C3E30500 mov rax,qword ptr ds:[7FF7D8B6E0B0] 00007FF7D8E6B0B0 & " Opera”
® || 00007FF7DBBEOCCED 48:8905 24DD0500 mov gword ptr ds:[7FF7DBBGAALS] ,rax
® (| 00007FF7DEBOCCF4 48:8B05 75E60500 mov rax,qword ptr ds:[7FFF7D8B6E370] 00007FF7DBE6E370:&"Opera Software\\Opera Stable"
® (| 00007FF7DEBOCCFE 48:5905 1EDDOS5 00 mov gword ptr ds:[FFF7DBBGAAZO] ,rax
® (| 00007FF7DEE0OCD02 66:C705 1DDDO500 010imov word ptr ds:[7FF7DBB6AA28],101
® (| 00007FF7DBBOCDOB 48:8B05 AGE20500 mov rax,qword ptr ds:[7FF7DBBGAFBE] 00007FF7DBBGAFBS & " Opera GX"
® | 00007FF7DBBOCDL2 48:8905 17DD0500 mov gword ptr ds:[7FF7DBBGAA30],rax
® | 00007FF7DBBOCDLS 48:8B05 58E10500 mov rax,qword ptr ds:[7FF7DB8BGAETS] 00007FF7DBEGAET S :&"Opera Software'\\Opera GX Stable”
@ | 00007FF7DBBOCD20 48:8905 11DDO500 mov gword ptr ds:[7FF7D8BGAA3S],rax
® (| 00007FF7DBBOCD27 66:C705 10DDO500 0L0dmov word ptr ds:[7FF7DBB6AA40],101
@ | 00007FF7DBBOCD30 48:8B05 61DFO500 mov rax,qword ptr ds:[7FF7DBBGACIE] 00007FF7DBBGACIE :&"Brave Browser”
®| 00007FF7DBBOCD37 48:8905 0ADDO500 mov gword ptr ds:[7FF7DBBGAA48],rax
®| 00007FF7D8BOCD3E 48:8B05 B3E6GO500 mov rax,qword ptr ds:[7FF7D8B6B3F8] 00007FF7D8B6E3F8:&"BraveSoftware\\Brave-Browser\User Data"
®| 00007 FF7D8BOCD45 48:8905 04DDO500 mov gword ptr ds:[7FF7D8BGAASD],rax
~lannnsrrrnooncna- cc.r7nc n3nnAcAn ATAd et cimed et e . FFEETRODEAACOT A4
Enumeration of installed browsers and profile paths
®| 00007FF7DBAE3BAS a0 nop
48:8BD0 mov rdx,rax rdx:&" | Path: C:‘\\Users

48:8D8C24 88040000
E& E4410000

lea rcx,qword ptr ss:[rsp+488] GDDgié Chrome

call Twtza.7FF7DSAE7DI8

[rsp+488] : "Browser

Extraction of browser installation details and local data directories

It then extracts relevant data from the browsers or applications found on the system by accessing common
files and registry locations. Typical paths such as "User Data", "Local", or "Profiles" are accessed, with the

ultimate goal of extracting information such as:

Credentials (Login Data)
Cookies

Web Data

History

Extensions
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W-.. 1248 #%ReqClozeKey  HKCU
Wl 1248 ﬁﬂeg@uew\n’alue HKCLNSOFTWARE \Microsoft " Windows\Cument Version\Explorer’ ser Shell Folders*AppData
Wl 1248 ﬁﬂegﬂlosel{w HECUNSOFTWARE \Microsoft \Windows \Cument Version\Explorert User Shell Folders
Wl 1248 &Cma‘feﬂle C:hzers® “AppDatatRoaming
Wl 1248 &QuewBasiclrrfor...C:\Llsers‘ “AppDatatRoaming
Wl 1248 B&CIoseFlle ChUsers’ “AppDatatRoaming
Wl 1248 ﬁﬂeg@uewl{w HECUNSOFTWARE \Microsoft WWindows \Cument Version \Explorert.Sessioninfo* 1
Wl 1248 ﬂﬂeg@penfiﬂy HKCLSOF TWARE\Microsoft \Windows“Cument Version \Explorer’.SessionInfo’ 1% Known Folders
Wl 1248 ﬁHegQuewKey HKCLNSOFTWARE \Microsoft \Windows Cument Version\Explorert.Sessioninfo™ 1
Wl 1248 ﬁﬂeg@uewl{ey HKCUNSOFTWARE \Microsoft WWindows \Cument Version\Explorert. Sessioninfo* 1
Wl 1248 ﬁﬂeg@penl{w HELMWSOFTWARE \Microsoft\App Model . Lookaside wser  SOFTWARE Microsoft \Windows\C
Wl 1248 ﬂﬂegﬂlosefiﬂy HKCLSOF TWARE\Microsoft \Windows \Cument Version \Explorer.Sessioninfo™1
Wl 1248 @¥RegOpenKey HKCU
Wl 1248 @ ReghueryKey HKCU
Wl 1248 ﬁﬂeg@penl{w HEC U Software Microsoft \ Windows \Cument Version \Explarer.User Shell Folders

Registry queries used to locate user directories and AppData paths

DDDOO1DEDESZE ZAD : i ! 1| Browser: Google
000001DBDBE252B0 ‘| Chrome | Version
000001DBDEB252C0O L|: Installed | Pa
000001DBDESB252D0 | th: C:ihUsersh,

0000D1DEDEBSB252ED I WAppDatasLoca
000001DBDBEZ52F0 .| TwGoogleh\Chrome',
000001DBDESB25 300 v| User Data. Prof
0o00001DBDEE25 310 Liler CivuUsers L
000001DBDEB25320 : WAppDatasLoc
000001DBDEBE25330 al\GooglehChrome
000001DBDESB25 340 “Wser Data‘Defau
000001DBDBE25350 i|1t..Browser: Mic
000001DBDEB25 360 rosoft Edge | ve
000001DEDES25 370 i{rsion: Installed
0o00001DBDES25 380 1 | Path: C:h\User
000001DBDEB25330 A sAppData
000001DEDES2S 3A0 +[wLocalyMicrosoft
000001DBDEEB25 3B .| WEdgeZUser Data.
0000D1DEBDES25 3C0 ] Profile: C:iUs
000001DBDESB253D0 .| ers’ S AppDa
000001DEDES25 IED ‘| tahLocalyMicroso
0o00001DBDEBS253F0 i ft\Edge\user Dat
000001DBDES25 400 L a\Defau]t 0.

Extraction of browser paths and profile information from the system

During this phase, the malware launches any browsers it has identified as installed. It first checks whether they
are currently running (CreateToolhelp32Snapshot + Process32FirstW + Process32NextW). If they are not
running, it forces their execution.

"C:\Program Files\Google\Chrome\Application\chrome.exe" --no-first-run --disable-default-apps
--disable-extensions --disable-gpu --no-sandbox --disable-dev-shm-usage
--window-position=-32000,-32000
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W-|... 1248 [B\ReadFile C:\Users" \Desktop\lwtza exe
W, 1248 BCreate File Calsers® \AppData‘\Local'\Brave Software\Brave-Browser\User Data
Wl.. 1248 BACreateFile C:\Users" “AppData‘\Local\Brave Software \Brave-Browser\User Data
Wl.. 1248 go'eate File C:\Users® “AppData‘Local\Brave Software \Brave-Browser\User Data
Wl.. 1248 g(}ea’te File C:\Users' s \AppData'\Local\Brave Software \Brave-Browser\User Data
Wl.. 1248 [BACreatefile C:\Program Files\Brave Software'\Brave-Browser\Application'\brave exe
Wl.. 1248 BACreateFile C:\Program Files\Brave Software\Brave-Browser\Application \brave exe exe

Real:  success

Path: C:\Program Files (x85) Microsoft Edge \Appiication'ymsedge. exe

Duration: 0.0000000

PID: 3492

‘Command line: “C:\Program Files exe” --disable-default-apps —disable-extensions —disable-gou -no-sandbox —disable-dev-shm-usage —window-position=-32000,-32000

£ [] wtza exe 1248 BhCreateFie C:\Users\M==="AppData'Local\Microsoft\Edge'User Data'Default\Network \Cookies
=) e msedge exe 1248 [BhQueryBasicinfor.. C:\Users\, AppData‘Local\Microsoft'\Edge\User Data'\Default\Network \Cookies
; 1248 [BhCloseFie C:\Users\ \AppData\Local\Microsoft \Edge\User Data'\Default \Network \Cookies
m”dge-ue 1248 [BhCreateFie C:\Users\, AppData‘Local\Microsoft\Edge\User Data\Default\Network \Cookies
m”dgg_g 1248 [ QueryStandard|... C:\Users\. \AppData‘\Local\Microsoft\Edge\User Data‘\Default\Network \Cookies
m”dge o-e 1248 [BhReadFie C:\Users\, \AppData'Local\Microsoft\Edge \User Data\Default \Network \Cookies
. 1248 [BhReadFie C:\Users\. AppData‘\Local\Microsoft\Edge\User Data\Default\Network \Cookies
msedge exe 1248 B CloseFile C:\Users\. \AopData\Local\Microsoft\Edge'\User Data'\Default\Network \Cookies
msedge exe 1248 44 TCP Connect  10.2.0.2:50715 >
1248 4L TCP Send 10.2.0.2:50715 >
msedge exe 1248 J4TCP Receive 1020250715 >
msedge exe - 1248 %TCP Send 10.2.0.250715 >
1248 A4 TCP Send 1020250715 >
= @ chrome exe . 1248 44TCP Send 1020250715 >
chrome exe Cl.. 1248 &ATCP Receive  10.20.2:50715-> )
chrome exe . 1248 BCM!F‘E C:\Users\ AppData‘\Local\Microsoft\Edge\User Data‘\Default\Web Data
= . 1248 B\QueryBasicirfor...C:\Users\ AppData‘Local\Microsoft\Edge‘\User Data\Default\Web Data
rome.exe 1248 BhCloseFie C\Users\ AppData\Local\Microsoft\Edge \User Data\Default\Web Data
chrome exe . 1248 BhCreateFie C:\Users\ AppData'Local\Microsoft\Edge\User Data\Default\Web Data
chrome.exe . 1248 BQuwStandaldl..‘C.\User:\ AppData‘\Local\Microsoft'\Edge‘\User Data‘\Default\Web Data
: . 1248 BhReadfie C:\Users AppData‘Local\Microsoft \Edge\User Data\Default\Web Data
chrome exe .. 1248 [BhReadFile C:\Users\ AppData‘Local'\Microsoft\Edge'\User Data'\Default\Web Data
chrome .exe . 1248 EhCloseFile C:\UsersV AppData‘Local\Microsoft \Edge‘\User Data\Default\Web Data

Browser process spawning and access to SQLite databases for credential and cookie extraction

This allows the malware to read and unlock the SQLite databases used by browsers and decrypt possible
cookies or stored passwords belonging to the victim, which could not be accessed if the browser was not

running.

As with the device information, a browsers_profiles.txt file will also be created and sent to the intermediate C2:

O 1dbdb7f460f 22

Ox1dbdbd1e53f b6
Ox1dbdb&20378 131
0% 1dbdbd5645f alalat
0% 1dbdb&7dael 345
Ox1dbdb&83d5f 327
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Obrowsers_profiles, txt

O "type™: "file_upload”, “file_name™:"browsers_profiles. tut™, “fle_category™ "misc”, "data’

{status™: "success”, message”: "File saved successfully™,ip™: "

" path™

0 type™: "file_upload”, "file_name™: "browsers_profiles. tet®, "file_category™ "misc”, "data’

HTTR/1.1 200 OKServer:
erver: nginx/1. 24.0 (Ubuntu)Date: | 50

al
"Content-Type: ap
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The information is sent in JSON format as previously observed and is processed by the server.

JSON

"type":"file_upload",

"file_name" :"browsers_profiles.txt",
"file_category":"Browsers/Chrome/Default”,
"data" :"encoded_data",

"build_id" :"Campaign1",

"token" :"xxxx",

"session_id":"9...

The destination server acts as a dispatcher, receiving the information, processing it and forwarding it to the
corresponding operator panel based on the identifier assigned.

The operator will receive the information via Telegram, if enabled, as well as through the panel itself. Logs can
therefore be accessed from multiple points, increasing resilience in terms of data retrieval and allowing
operators to consult the data even if the panel becomes unavailable.
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Mew log
125 .
Country: .
Passwords: 1

Cookies: 23

Software: FileZilla

Wallets/extensions: Mone

Tag: Campaign2

Time:

Data retrieval via Panel itself

What the operator ultimately obtains is sensitive information that can be used for different purposes, as
mentioned previously in the Maa$S section:

e Resale of information,
e Sale of data to an IAB,
e Personal use for access and pivoting.

Cookies File folder
History File folder

Bl screenshot.png PMG image

|j userdata. bt Text Docurment

Structured log output including system and user profiling data
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=== SYSTEM DATA LOG ===
Timestamp:

Client IP:

Country:

Country Code:

Display Resolution:

Computer Name: DESKTOP-

System Language: English

User Name:

Keyboard Language: English (United States)
Log date:

CountryCode:

Graphics card: Graphics Adapter (WDDM)
Processor: Gen Intel(R) Core(TM) i7-
TimeZone:

lWallpaper Hash: Unknown

Integrity: Medium

UserLanguage: English

Admin Group: FALSE

IP:

Country: W@ _mwe_

Installed RAM: MB

Operation System: Windows (64 Bit)

Domain Name:
MachineID: 3
HWID: 3

Collected artifacts such as cookies, browsing history, and screenshots

No persistence mechanisms were identified and the malware maintains a relatively low execution profile in
order to avoid detection.

The quality of this stealer lies in the techniques it employs and in the amount of information it is capable of
obtaining without being detected. There is a clear difference between low or mid level malware from this family
and the more professional variants, as previously observed in terms of infrastructure and technical quality of
their development. Nevertheless, they obtain sufficient information to have the same operational impact as
more well known stealers, making their analysis and monitoring imperative.
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Active Campaigns

Based on execution patterns and understanding how the campaign operates, up to six active campaigns
running simultaneously with VOID Stealer have been identified. This demonstrates that these low and mid tier
stealers have affiliates and operators launching campaigns in parallel to target users worldwide.

Campaigns have been observed where attackers impersonate company portals. These sites are also used as
apparently legitimate portals that function as intermediate C2 infrastructure, which the malware accesses

through an API.

Malicious campaign page impersonating a legitimate service

The final result remains the same, the malware performs the request that connects to Steam in order to retrieve
the intermediate C2, who will then be responsible for sharing the information with the panel and on Telegram.

Intermediate C2 Steam endpoint used for data relay and coordination
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In other campaigns, similar forms have been preserved and can be found hosted on different domains. Despite
the different infrastructure, they connect and behave in the same way as those already described in the
technical details section:

B https://ciljillicu/

¢ MarapgaHckunii rocyaapcre

MpuemHana kamnaHus 2(

I'Io,qaua 3aABKM Ha

Some of the Steam users previously used in the infrastructure have been deleted and are no longer accessible,
indicating ongoing rotation within the infrastructure:

The binary responsible for triggering the execution behaves in the same way as previously analyzed samples.
Nearly identical samples can be observed, consisting of executables that change depending on the builder
configuration, as well as other packed samples whose behavior remains identical to the original specimen.
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Multiple parallel campaigns sharing similar infrastructure with slight variations in binaries and delivery

Ultimately, even among lower tier stealers it is possible to identify multiple campaigns operating
simultaneously. These campaigns present variations introduced by affiliates who purchase the malware,
resulting in different websites and slightly modified binaries. However, in essence they behave in the same way
and rely on the same underlying infrastructure.
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Impact & Stolen Data

Once the stealer executes the exfiltration process on the compromised system, the tangible result is what the
underground ecosystem refers to as a "log", a file containing the entirety of the data stolen from that specific
victim. This log is essentially the unit of value in the market. Everything the malware collects, credentials,
session cookies, browsing history, crypto wallet data, screenshots of the system, is packaged and ready to be
sold, classified or directly exploited.

The post infection cycle follows a well defined chain that connects the moment of infection with underground
markets and, from there, with the next wave of attacks.

After the Infection: Logs Market

Once the operator, or the Maa$S affiliate, has the logs in their possession, there are two primary monetization
paths.

The first is direct sale on specialized underground marketplaces such as Russian Market, 2easy Market or
similar platforms. On these markets, logs are indexed and offered with metadata that facilitates their purchase:
the victim's country, operating system, number of captured credentials, domains associated with the obtained
accounts, or whether they include access to high value services such as online banking, corporate
administration panels or enterprise SaaS platforms.

The price varies significantly depending on the perceived value:

e Alog from a home user with few credentials may be worth less than one dollar,
e One that includes access to corporate accounts, VPNs or administration panels may exceed one
hundred.

The second path is personal use or private exchange through Telegram channels or closed forums. This
dynamic is precisely what distinguishes low and mid tier actors in the ecosystem. Lower level operators
frequently do not have access to established marketplaces, or they simply lack the ability to correctly assess
and classify the data they have obtained. As a result, they end up selling it in bulk at very low prices in
Telegram groups, where more experienced actors purchase it, filter it, classify it and resell it with a higher
margin.
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- Available For All Cybersecurity Hacking Services ¢4 %4 <4
447TB

w7 All Social Media Hack
Wi 2Fa Bypass
=8 is a database and collection that i made in 2025 but i never really shared it so here i am.

i Crypto Drainer

the main folder itself ( includes 1.15 GB of data including combolists, stealer logs, databreaches k

file is stuff done by me with a total of 25.836.696 million lines, the second part of is a collection of &y Ddos Attack
& Ban/Uban Any Account
w7 Website Database Extraction
Wi Windows Rat and Spyware
Wi Scammed Funds Recovery
i Recovery of lost crypto assets
Wy Email Scraper

&y Personal Data Extraction

all of this totals up to around ~4.47 TB o on Records alongside my 1.15 GB main file (] Wy Hack/Spy Socials( Instagram, Snapchat,
Twitter, Telegram and others)

i Hacking Tutorials/Training -
& Buy Bank Logs
Wi Active Botnet & Stealer Logs

Inbox for all hacking related services©)

Stealer Logs & Combolists sales in Telegram and Underground Forums

Fueling Further Attacks

The log market is not an end in itself but rather part of a cycle in which the infrastructure feeds the next
generation of attacks. Data obtained through stealers, once circulating within the underground ecosystem,
becomes raw material for a chain of secondary threats with enormous impact. This multiplier effect is precisely
what makes stealers, even low level ones, a threat that cannot be ignored.

Each exfiltrated log can be exploited simultaneously and in complementary ways by different actors within the
ecosystem, generating an impact that far exceeds what the original operator could achieve alone.

Credential stuffing / Initial Access
ATO Broker (IAB)

———

«Combo Lists «VPN & RDP info
+Account access «Other TA access

Affected victim

«Stolen sensitive
information

«Creation and delivery of | SN
logs

New potential victims New potential victims

G New SpearPhishing
Campaigns

Financial Fraud

«Targeted attacks «Drained accounts
using information & crypto wallets
sIncreased range «Carding
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Credential Stuffing & Account Takeover (ATO)

Description: Stolen credentials are integrated into combo lists that feed automated credential stuffing
tools. These tools test username and password combinations at scale across hundreds of services in
parallel, exploiting the widespread reuse of passwords among users.

Result/Impact: Takeover of legitimate accounts ranging from streaming services and online banking to
corporate email accounts or administrative access panels. In enterprise environments, a single
successful ATO can become the entry point to an entire network.

Initial Access Brokering (IAB)

Description: Initial Access Brokers actively filter logs available on the market looking for high value
credentials such as corporate VPN access, RDP access, administration panels or cloud environment
keys such as AWS or Azure. Once a valid access is identified, the broker verifies it, packages it and
resells it to more advanced TAs.

Result/Impact: The obtained access eventually reaches ransomware groups or espionage actors who
use it as the entry point for much larger scale attacks. This is the link that directly connects a low tier
operator, who sold a log for a few dollars on Telegram, with a large scale ransomware incident. The
operator was never aware of the real value of what they had obtained.

Spear Phishing & Targeted Attacks

62

Description: Stealer logs do not only contain credentials, they contain context. Browsing history,
captured documents, accessed emails or files present on the victim’s desktop provide adversaries with
operational intelligence that allows them to construct highly personalized phishing pretexts. The
attacker knows which platforms the victim uses, which projects they are working on and which people
they communicate with frequently.

Result/Impact: Spear phishing campaigns that are extremely difficult to detect, targeting both the
original victim and their professional or personal environment. The quality of the pretext, fueled by real
information, exponentially increases the success rate compared to generic phishing, and can escalate
to the compromise of third parties such as colleagues, clients or suppliers who were never the original
target.
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Financial Fraud & Crypto

e Description: Credit card data, which in this case VOID did not collect, and financial platform credentials
are funneled to actors specialized in fraud and carding. Cryptocurrency wallet seed phrases, presentin
the panel configuration, and active exchange session cookies are particularly sought after due to how
quickly they can be exploited before the victim detects the compromise.

e Result/Impact: Direct and often irreversible financial losses. In the case of cryptocurrencies, the nature
of blockchain transactions makes fraudulent transfers practically unrecoverable. For the stealers
analyzed in this report, the capture of crypto wallets is among the most actively developed features
precisely for this reason.

The most relevant aspect of this ecosystem is its self sustaining and self referential nature. The profits
obtained from selling logs finance the acquisition of new stealer licenses or the development of improved
variants. Buyers of logs use them in campaigns that generate new victims. The personal information extracted
from those logs enables phishing campaigns that infect a new generation of victims with the same malware.
The cycle closes and begins again.

For the low and mid tier actors discussed in this report, this dynamic has an implication that should not be
underestimated. Although their individual technical capability may be limited and their operations disorganized,
they function as nodes within a much larger value chain. Their contribution, low cost logs sold without
classification in Telegram channels, is eventually absorbed, classified and amplified by more sophisticated
actors, transforming seemingly minor threats into vectors for high impact attacks.

The lack of attention these actors receive does not reflect their real impact. It reflects their visibility.
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TTPs

Tactic

TA0002 Execution
TAO0O0S Defense Evasion
TAOO0O5 Defense Evasion
TAOO0O5 Defense Evasion
TA0005 Defense Evasion
TAOOO7 Discovery
TAOOO7 Discovery
TAOOO7 Discovery
TAOOO7 Discovery
TA0009 Collection
TAO009 Collection
TAO009 Collection
TAO0O09 Collection

TA0009 Collection

TA00O09 Collection
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Technique

T1204.002 User Execution:
Malicious File

T1027.007 Dynamic APl Resolution

T1055.015 Direct System Calls

T1480.002 Mutual Exclusion

T1027 Obfuscated Files or
Information

T1082 System Information
Discovery

T1614 System Language Discovery

T1033 System Owner/User
Discovery

T1518.001 Security Software
Discovery

T1555.003 Credentials from Web

Browsers

T1539 Steal Web Session Cookie

T1176 Browser Extensions

T1005 Data from Local System

T1113 Screen Capture

T1125 Video Capture

The Unknown Stealers: From Dark Web to Log Markets

Procedure

Victim manually executes the stealer binary delivered via phishing or
trojanized software

Dynamic NTDLL loading via GetModuleHandleA to resolve imports at
runtime, avoiding static analysis and import table inspection

NT to Zw syscall transition to bypass EDR userland hooks, directing calls
to Zw functions to avoid monitored NT wrappers

Mutex creation and single-instance enforcement to abort execution in
sandbox or analysis environments

Configuration file encrypted with XOR prior to runtime decryption, and
the use of Base64 at different stages

Extraction of OS version, architecture, hostname, hardware (CPU, RAM,
GPU) via registry queries

Collection of timezone, keyboard layout and regional settings for victim
profiling

Current username and system HWID collected as part of initial
fingerprinting

Identification of installed security software to adapt evasion strategy

Direct SQLite database access to extract stored credentials and cookies
from Chromium-based browsers and Firefox

Session cookies harvested from all configured browsers including active
session tokens

Extraction of crypto wallet extension storage (MetaMask, Phantom,
Coinbase Wallet and ~50 additional extensions)

Desktop wallet files collected from known paths (Exodus, Atomic,
Electrum, Zcash, Ethereum keystore)

Optional webcam capture enabled via operator builder configuration

Webcam image capture from compromised system when enabled by
operator
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TAO00O09 Collection T1552.001 Credentials in Files File grabber targeting seed phrases, .pfx and .key files in Desktop and
Documents with depth 2 and 25MB max size

TAO0O09 Collection T1185 Browser Session Hijacking Browser process execution triggered to access session data only
available at runtime

TA0010 Exfiltration T1041 Exfiltration Over C2 Channel All collected data uploaded to intermediate C2 which resolves campaign
ID and forwards to operator panel and Telegram

TA0010 Exfiltration T1020 Automated Exfiltration Exfiltration executed automatically post-collection with no operator
interaction required during runtime

TA0011 Command & T1071.001 Application Layer Exfiltrated data transmitted to intermediate C2 server via HTTP in
Control Protocol: Web Protocols chunked JSON blocks
TA0011 Command & T1573 Encrypted Channel Data transmitted in structured JSON format; configuration protected via
Control XOR encryption

loCs

You can find the rest of the indicators associated with the Void Stealer campaign on the SOCRadar platform

I "

MD5 0152914D34A70D620D711ASCF205D529
MD5 e62bad247c046f8f5a0c75ff52ec4bed
MD5 9a72d388dd1ff5c36a44c14c907bc3a0
MD5 79f4e0b394b2f0ca0573b983b84741f4
Domain citrusshop.icu

SteamID 76561199877608270
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Who is SOCRadar?

SOCRadar provides Extended Threat Intelligence (XTI) that

combines: "Cyber Threat Intelligence, Brand Protection, Trusted by
External Attack Surface Management, and Dark Web Radar .
Services." SOCRadar provides the actionable and timely . compaples
intelligence context you need to manage the risks in the In countries
transformation era.

SOCRadar's fusion of its Scan millions of
unique Dark Web recon technology with the data points on the surface, deep and Dark Web
human analyst eye further provides in-depth to accurately identify the leakage of your
insights into financially-targeted APT groups customers' Personally Identifiable Information
and the threat landscape. (Pl) in compliance with regulations.

Enhance your fraud
detection mechanisms with automation speed
by identifying stolen credit card data on popular
global black markets, carding forums, social
channels, and chatters.

Achieve digital resilience
by maintaining internet-facing digital asset
inventory. Significantly accelerate this process
by automated discovery, mapping, and
continuous asset monitoring.

GET ACCESS FOR FREE k

START YOUR FREE TRIAL

Discover SOCRadar’s powerful tools and easy-to-use interface to enhance cyber threat
intelligence efforts. Schedule a demo with our experts to see it in action, and we'll show you
what SOCRadar can do.
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	Introduction 
	History & Evolution 
	 
	 
	 
	Timeline of the Stealer Ecosystem 
	 
	Fragmentation Dynamics & Novel Stealers 
	 
	Capabilities & Risks 

	Threat Actors 
	Stealer Threat Actor Archetype 
	Communication & Channels 
	Telegram 

	 
	Underground Markets & Forums 
	Other Platforms 


	Operational Model 
	Proofs of Concept (PoC) & Public Samples 
	Escrow & Guarantees 
	Customer Support 
	Relationships for Distribution 


	 
	 
	 
	Business Model - MaaS 
	Licensing 
	 
	Pricing & Payment Methods 
	Payment Methods 

	Builder & PoC Offerings 

	 
	Technical Analysis 
	 
	Void Stealer 
	Core Capabilities 
	Panel 
	Builder 
	 
	Modus Operandi 
	 
	Technical Details 
	 
	Active Campaigns 

	Impact & Stolen Data 
	After the Infection: Logs Market 
	Fueling Further Attacks 

	 
	TTPs 
	IoCs 


