() sentinelone:

In-the-Wild,
Zero Day Attacks

D Google’s Project Zero team spanning the years from mid-2014 to
the present day, it’s possible to shed some light on how knowledge
of actual zero days can help improve your security posture.
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Russian-Backed State Actor APT28/Fancy Bear 10
US-Backed State Actor Equation Group 8
Private Hack for Sale Firm (disbanded) Hacking Team 7
Middle East-Backed State Actor Black Oasis 4
Private Hack for Sale Firm NSO Group q
Noth Korean Backed State Actor APT 37 Scar Cruft 3
Chinese Based Actor APT 19,APT 3 2
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The dataset includes zero day exploits that were either
detected in the wild or were found in circumstances where
in the wild use is a reasonable inference.
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